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Abstract

Background: Increased use of eHealth technology and user data to drive early identification and intervention algorithms in
early psychosis (EP) necessitates the implementation of ethical data use practices to increase user acceptability and trust.

Objective: First, the study explored EP community partner perspectives on data sharing best practices, including beliefs, attitudes,
and preferences for ethical data sharing and how best to present end-user license agreements (EULAS). Second, we present atest
case of adopting a user-centered design approach to develop a EULA protocol consistent with community partner perspectives
and priorities.

Methods: We conducted an exploratory, qualitative, and focus group—based study exploring mental health data sharing and
privacy preferencesamong individualsinvolved in delivering or receiving EP care within the California Early Psychosis Intervention
Network. Key themeswere identified through a content analysis of focus group transcripts. Additionally, we conducted workshops
using a user-centered design approach to develop a EULA that addresses participant priorities.

Results: Intotal, 24 participants took part in the study (14 EP providers, 6 clients, and 4 family members). Participants reported
being receptive to data sharing despite being acutely aware of widespread third-party sharing across digital domains, the risk of
breaches, and motives hidden in the legal language of EULASs. Consequently, they reported feeling aloss of control and a lack
of protection over their data. Participants indicated these concerns could be mitigated through user-level control for data sharing
with third parties and an understandable, transparent EULA, including multiple presentation modalities, text at no more than an
eighth-grade reading level, and a clear definition of key terms. These findings were successfully integrated into the devel opment
of aEULA and data opt-in process that resulted in 88.1% (421/478) of clients who reviewed the video agreeing to share data.

Conclusions: Many of the factors considered pertinent to informing data sharing practicesin amental health setting are consistent
among clients, family members, and providers delivering or receiving EP care. These community partners’ priorities can be
successfully incorporated into devel oping EULA practices that can lead to high voluntary data sharing rates.

(JMIR Hum Factors 2023;10:e44194) doi: 10.2196/44194
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Introduction

The past decade has seen arapid expansion in the availability
of eHealth technology (eg, smartphone and tablet applications
and web-based portals) to support individuals with psychosis
[1]. Individuals with psychosis are willing and interested in
using eHealth technology as part of their care [2-5]. eHealth
tool s promote treatment engagement [6], Symptom monitoring
[7,8], relapse prediction [9] and enhance quality of life[10] and
functioning [11]. Consequently, industry developers and
academics are racing to implement eHealth technology at scale
to improve outcomes for those experiencing serious mental
illness.

As eHealth technology advances and we leverage user data to
drive early identification and intervention algorithms [12], it is
imperative that weimplement ethical datause standards. Typical
software haslong end-user license agreements (EULAS) replete
with legal jargon detailing the myriad ways user data are used
and shared [13] with little or no user control. Therefore, users
frequently report that they rarely read the EULA and may not
understand what they are agreeing to [14,15]. Such concerns
have led some to question whether the EULA should be
considered an effective tool for informed consent, with concerns
that the agreement typically serves to protect the company but
not the user [16]. Asaresult, technology users may unknowingly
havetheir data shared or sold to third parties, sometimeswithout
encryption, rendering data vulnerable to privacy breaches
[13,17-21]. These issues may be particularly relevant in
psychosis, given that cognitive impairments associated with
psychotic disorder could impact EULA comprehension—data
breaches of sensitive and highly stigmatized psychosisdiagnoses
could be especially harmful.

Users have varied attitudes about risk: some report skepticism
of eHealth data[13,16]; othersfeel cognitive dissonance around
risksasareality of using digital platforms, especially those that
are “free” in return for data use [19,22,23]. However, health
data are personal and private—researchers, providers, and
industry partners alike have a duty to protect vulnerable
individuals from data misuse. Moreover, an outcomes-driven
health care system (an agreed goal in the health care industry
[24]) relies on large, interagency data sharing. To do this, we
must implement ethical data use practices to increase user
acceptability and trust in eHealth platforms.

One such effort to build an outcomes-driven health care system
is the Cadlifornia Early Psychosis Intervention Network
(EPI-CAL). EPI-CAL isamultiyear project that connects early
psychosis (EP) programs across California through an eHealth
application, Beehive, in a learning health care network [25].
Beehive facilitates client-, family-, and clinic-level outcomes
data collection as part of regular care across EP programs using
abattery of validated measures. Adopting alearning health care
network approach to psychosis care has the potential to support
innovation, improve efficiency, and improve care delivery and
outcomes [26]. EPI-CAL'’s design relies on clients with EP
“choosing” to share their data for analysis outside of standard
clinical care by agreeing to a EULA that allowsthe softwareto
be used to collect, transfer, and present client data. To create
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an adequate EULA in this setting, previous research suggests
that EULAS should be relevant and understandable [27], use
video explanations [28,29], set the reading level to sixth to
eighth grade [27,30], include comprehension checks [31,32],
offer explicit “opt-in” selections [16,30,33,34], and include
optionsto request ending data collection or delete data entirely
[30]. Unfortunately, such proposals are rarely implemented in
practice [35], and therefore, our team sought to elicit feedback
from relevant community partners to inform the design of a
EULA that incorporates best practicesfor informed data sharing
in an EP setting.

In the first phase of the study, the aim was to explore family
members, clients, and EP care providers’ beliefs, attitudes, and
perspectives on ethical data sharing in EP settings. These
findings were then used to develop a EULA for our eHealth
data collection platform, appropriate for usein an EP treatment
setting. In the second phase, we presented our EULA materials
to family members, clients, and EP care providerswith theaim
of understanding (1) to what extent these materials addressed
their concerns and priorities and (2) what features could be
amended to better meet the goal of developing an accessible,
transparent, and flexible EULA. Therefore, thefirst phase serves
to explore generalizable principles of ethical data sharing
practicesrelevant to an EP setting. The second phase represents
a case example of using a user-centered design approach to
developing eHealth data sharing practices[10,36,37], informed
by the perspectives of participants provided during phase 1.

Methods

Design

We used a two-phase approach: (1) an exploratory, qualitative,
and focus group—based study design to explore participants
mental health data sharing and (2) a privacy preferences and a
user-centered design  workshop design to evaluate
implementation of the perspectives shared by participants in
thefirst phase of the study. We used the COREQ (Consolidated
Criteriafor Reporting Qualitative Research) checklist to guide
the design and implementation of the study [38] (Multimedia
Appendix 1).

Recruitment

We recruited participants from three EP community partner
groups: (1) clinical staff and providers, (2) clients, and (3) family
members of clients. Eligible participants were (1) actively or
formerly effiliated with an EPI-CAL EP cdlinic, (2)
English-speaking, and (3) able to provide written informed
consent and assent (minors).

EP provider participants were recruited through research team
contact with the team lead of the 12 active EPI-CAL EP
programs, asking if at least 1 provider or staff could participate.
We used this approach to ensure amaximal number of EPI-CAL
programswere represented and to minimize overrepresentation
from a small number of clinics. Client and family participants
wereinvited either through clinician referral or by the research
team directly contacting individuals who had previously given
permission to be contacted for future research opportunities.
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Data Collection and Analysis

The development of the phase 1 focus group interview guide
was grounded in (1) the authors’ previous clinical and research
experience implementing eHealth in EP care [7,8], (2) the
authors' own questions regarding how to best inform individuals
about how their datawould be used in clinical careand research
as part of the impending implementation of Beehive within
EPI-CAL, and (3) a brief review of the relevant literature
[16,21,39]. The developed focus group guide extends the work
of Shen et a [21], who created an interview guide to assess the
privacy and data sharing experiences and perspectives of
individuals with mood, anxiety, and substance use issues.
Additionally, our guide incorporates ideas from Stopczynski
[39], who suggested that best practice should emphasize the
end user over the research, alowing the “end user” to feel
empowered to exercise control over their data. Some specific
user-centered design el ementsinclude having data sharing access
options, having the ability to change one’s mind, using smple
language, and understanding content through multimediainputs.
Finally, the work of Torous et al [16] was incorporated, which
recommends the involvement of community partners from the
beginning of any eHealth application development, ensuring
the inclusion of EULA comprehension checks and including
explicit agreement sharing options.

Tully et d

The phase 1 focus group guide (Multimedia Appendix 2) began
with defining key concepts relevant to sharing and using health
information collected through an eHealth platform, including
privacy, confidentiality, and the distinction between deidentified
and anonymousinformation. The remaining questions prompted
participants to share their understanding and perspectives on
(1) data sharing, (2) changing sharing options, and (3) sharing
different types of data (eg, identifiable vs deidentified) at
different levels (eg, individual- and group-levels). Descriptive
ice-breaker questions (Multimedia Appendix 3) were
administered asapoll at pointsthroughout the group to generate
discussion, alow private reflection, and increase engagement.

During phase 1, we conducted three 90-minute focus groups,
including 1 client, 1 family member, and 1 provider group.
Thesefocus groupswere conducted during August 2020 through
videoconferencing to comply with COVID-19 restrictions at
the time. Each group included a facilitator (LMT or SE),
cofacilitator (SE or KEN), and notetaker (KEN or CKH). There
were no other individuals present other than researchers and
participants. The positionality of each researcher is detailed in
Table 1. Each group began with the introduction of the research
team, including their occupation and the role they would have
in the focus group. After each group, the research team met to
discuss any sdlient points and preliminary themes. These
reflections were used to refine the focus group guide before
conducting a subsequent group.

Table 1. Positiondity of the research team that conducted groups and analyzed the qualitative transcripts.

Researcher initials ~ Credentials Occupation Gender Experience and training
LMT PhD (clinical psychology) Academicresearcher andclini- Nonbinary — Licensed clinical psychologist with exper-
cal psychologist tisein early psychosis
KEN BA Academic researcher Female Clinical and research experience working
with individuals with early psychosis and
training in qualitative data collection and
coding
SE PhD (clinical psychology) Academicresearcher andclini- Female Postdoctoral research scholar with expertise
cal psychologist inearly psychosisand training in qualitative
data collection and coding
VLT PhD (behavioral neuroscience)  Academic researcher Female Training in qualitative data collection and
coding
CKH BA Academic researcher Male Lived experience navigating the US mental

health system

Each group was audio recorded. Upon the completion of each
phase, these recordings were transcribed, cleaned, and
hand-coded using directed content analysis [40]. In this
approach, the coding team (KEN, SE, VLT, and LMT) first
reviewed the transcripts, highlighting identified ethical data
sharing themes. Next, the coding team developed apreliminary
coding framework based on the examined text, informed by
preexisting literature concerning ethical behavioral health data
sharing principles [16,21,39]. Next, 2 authors (KEN and SE)
independently coded each transcript using the developed coding
framework, compared their responses, and resolved any
disagreements through discussion. Where appropriate, this
coding framework wasiteratively revised as new codes emerged.
From these codes, a set of categories was developed, and then
major and minor themes were established. All analysis was
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conducted using NVivo qualitative analysis software (QSR
International).

In phase 2, using the findings from the phase 1 focus group, the
research team created an informational whiteboard Beehive
EULA video (Multimedia Appendix 4) explaining data sharing
in the application, the choicesthat each user would haveto share
their data for research, and a visualized Beehive data sharing
screen, which presented opt-in choices of data sharing levelsto
users after watching the EULA video. Next, the guide for the
phase 2 workshop (Multimedia Appendix 5) was developed; it
focused on reviewing the developed materials and eliciting
feedback on the approach, the user interface, and theinformation
presented. Inthe workshops, all participantswatched the EULA
video twice before reviewing the opt-in data sharing screen.
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The phase 2 workshop transcriptswere coded by 2 authors (KEN
and VLT) and analyzed using an approach consistent with the
phase 1 focus groups. Once the research team completed a
preliminary draft of the coding framework, participants were
contacted 1 final time and emailed the major and minor themes,
supported by key quotations, from their research participation
activities. Participants could provide feedback through asurvey
(MultimediaAppendix 6) or through videoconference discussion
with researchers (KEN, SE, and VLT). This feedback then
informed the structure of the coding framework. Once analysis
was completed, based on the data, a series of modificationswere
madeto both the EULA video and the user interfacefor thedata
sharing screen.

Ethical Consider ations

The institutional review board of the University of California,
Davis, approved the study (1403828-21, California Collaborative
Network to Promote Data-Driven Care and Improve Outcomes
in Early Psychosis [CORE]). Additionally, several of the EP
program participating counties and universities in EPI-CAL
required a separate review of the project by their institutional
review board, which provided their approval. All study
participants provided written informed consent and assent (as
appropriate). Participants received US $30 compensation for
each focus group (they could participate in both).

Results

Participants

At least 1 provider participant from 12 EPI-CAL programs
participated in the study. The clinical roles of these participants
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included clinicians, case managers, supported employment and
education specialists, clinic coordinators, clinical supervisors,
and program directors. These roles are not specified with
guotations in order to protect the identities of participants.

Regarding client and family recruitment, 30 individuals were
contacted directly by the research team. An unknown number
of clients and family members were introduced to the study by
their respective providersin the 12 EPI-CAL programs. Of all
the clients and family members introduced to the study, 10 (6
clients and 4 family members) agreed to participate. Of the 20
who were directly contacted by the research team and did not
participate, most (n=12, 60%) did not respond to recruitment
attempts; afew (n=3, 15%) stated they were not available; and
5, who initially agreed to participate, ultimately did not attend
the research activity. Therefore, the final sample included 24
participants (14 providers, 6 clients, and 4 family members).
Participant demographics are presented in Table 2.

Following the completion of the preliminary coding framework,
attemptsto contact al participantswere made, and 8 participants
intotal (3 clients, 4 providers, and 1 family member) agreed to
provide feedback: 6 through a survey and 2 through a
videoconference. Overall, participants agreed with the identified
themes, and as a result, no significant changes were made to
the coding frameworks. Some researchers had existing
professional relationshipswith some partici pants dueto previous
research or contact at EPI-CAL focus groups.
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Table 2. Demographic and clinical characteristics of participants.

Tully et d

Characteristics All (n=24) EP? providers and staff EP clients (n=6) EP family and support per-
(n=14) sons (n=4)
Age (years), mean (SD; range) 36 (11.07; 16-56) 37.93 (9.02; 24-56) 23.83(3.93; 16-28) 47.50 (7.76; 39-59)
Male sex, n (%) 9(38) 4(29) 4.(67) 1(25)
Raceb, n (%)
African American or Black 7(29) 2(14) 3(50) 2 (50)
Asian 5(21) 2(14) 2(33) 1(25)
Hispanic ethnicity 6 (25) 5(36) 1(17) 0(0)
Native American 2(8) 1(7) 1(17) 0(0)
Pacific Islander 1(4) 1(7) 0(0) 0(0)
White 13 (54) 9 (64) 2(33) 2 (50)
Other 4(17) 4(29) 0(0) 0(0)
Gender identity, n (%)
Male 6(25) 4(29) 1(17) 1(25)
Femae 15 (63) 10 (71) 2(33) 3(75)
Nonbinary 3(13) 0(0) 3(50) 0(0)
Sexual orientation at basdline™d, n (%)
Heterosexual 19 (79) 13(93) 2(33) 4 (100)
Pansexual 1(4) 0(0) 1(17) 0(0)
No response 1(4) 1(7) 0(0) 0(0)
Other 3(13) 0(0) 3(50) 0(0)

3EP: early psychosis.

BPartici pants can select more than 1 race; therefore, percentages might not sum to 100.
CSome participants changed their responses to this question between group 1 and group 2.
dpossible responses for sexual orientation that were not endorsed by any participants were “gay or lesbian,” “bisexual,” and “asexual.”

Phase 1: Participants Attitudes and Under standing of
Health Data Sharing

Overview

In the phase 1 focus groups, participants started by providing
their perspectives on sharing their mental health dataand factors
that would affect their comfort with sharing. Overall, clients
and family members reported feeling comfortable with sharing
mental health data in a clinical setting. While we presumed
mental health data to be more sensitive and thus have distinct
considerationsfor sharing, many participants considered mental
health data equivalent to physical health data; instead, they were
more concerned with sharing persona information overall.
Indeed, participants appeared to be very mindful of potential
risks concerning data sharing.

| don't have any distinction. I’'m very open about my
mental health aswell as my physical. [Client 3, group
2]

| feel like no data is safe. Once you release it onto
the internet especially because of all the articles
saying that there was a breach with this site, and they
haveyour credit card information. [Provider 1, group
1]

https://humanfactors.jmir.org/2023/1/e44194

Participants indicated that multiple factors informed their
decision-making process with regard to mental health data
sharing. While some were specific asto what could be addressed
by aEULA, it was notable that many other considerations that
were nonspecific to the EULA process were also highlighted.
A summary of these EULA-specific and more general factors
is discussed below. Additional quotes supporting the main
themes are presented in Multimedia Appendix 7.

EULA-Relevant Factors That I nform Decision-Making
Regarding Mental Health Data Sharing

Overview

Factors that informed decision-making regarding data sharing
that could be specifically addressed by aEUL A and subsequent
data sharing practices corresponded to four broad themes: (1)
the importance of the EULA providing the necessary
information required to make an informed decision and
transparency around when and how the data will be used; (2)
the degree to which clients have control and agency over the
data they provide; (3) the degree to which appropriate data
security practices are implemented and an explanation of how
security would be maintained; and (4) clearly defined benefits
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derived from the sharing of personal data. A summary of each
theme is presented bel ow.

Transparency and Provision of Relevant I nformation

Transparency was considered foundational in participants’ data
sharing cal culus—paramount to this was knowing what, when,
with whom, how, and why data are shared, including the
disclosure of conflicts of interest and using layperson’s and
culturally appropriate terms. The opportunity to review research
results was 1 example of transparency that improved
participants' understanding of how data are used. Clinic
participants suggested explaining current data protection laws
may increase willingness to share data.

| just feel like | should be able to know who's
accessing what, when, and why. You know? [Parent
1, group 3]

| need to know what isthe formula [ to deidentify data]
like. You've described it to me, but that doesn’t give
me the confidence to really give you a thumbs up.
[Parent 4, group 3]

Control and Agency of Data

Participants emphasized the importance of having control over
their data, including sharing the minimum data necessary,
restricting access, having access to the data themselves, having
the ability to change one's mind to facilitate no regrets
(including being able to opt-in later), and deleting data to give
peace of mind. All participants noted that the limitations of
deleting deidentified data should be clear, especidly if data
have been shared with outside parties.

| think [the ability to delete your data] is a fairly
important option. If at the very least for the peace of
mind it can give. [Client 3, group 2]

There’'s so many protections on my information that
even | can't accessit, which | find really ridiculous...
Why would | want you to share that information to
other peopleif youwon't even shareit to me? [Client
4, group 2]

Data Security and Protections

Individuals want to know that the institution or entity to which
they are entrusting their data is competent in upholding legal
protections and that their information is protected and not sold
to third parties. Clients emphasized that extra protections should
be in place when individuals are in a vulnerable state (eg, a
mental health crisis). Participants noted that clarity on the data
only being presented in the aggregate was also important. It
was notable that clients and family members were aware of at
least some of the existing laws concerning data sharing,
including that the Heath Insurance Portability and
Accountability Act (HIPAA) protects against the improper
sharing of medical information.

I think if you're not being identified I'm always
willing to share a little bit more as we're not going
to be individualized. [Parent 3, group 3]

Anytime data needs to be shared, | have to sign a
paper to give permission. [Parent 1, group 3]

https://humanfactors.jmir.org/2023/1/e44194
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Clarity Regarding Potential Benefits of Data Sharing

Clients, providers, and family participants all highlighted that
a clear explanation of the benefits of data collection is an
important consideration in agreeing to share data. Some focused
on the personal benefits of data collection, such as supporting
continuity of care or having data integrated into care delivery.
However, others also highlighted the value of knowing how the
data can support program sustainability and advance the field
of EP care more broadly. This concept highlights a need for
those collecting datato clearly define the benefitsfor users—for
those who are providing their data—and those benefits should
be clearly communicated or accessible before using that data.

If my therapist was going on a vacation leave, and
then a new therapist was taking over, | think some
basic information I'd at least want them to know, is
my name, my age, I’'m working or going to school,
who | live with. If | hang out with friends, what my
formal diagnosisis. | think these are all important
things. [Client 4, group 2]

I'm more comfortable sharing my information
knowing that it’s going towards hel ping other people.
And also funding too because | know that’s definitely
important with further helping othersaswell. [Client
2, group 2]

Factors Distinct From the EULA That Inform
Decision-Making Regarding Mental Health Data
Sharing

Previous Data Sharing Experiences

Previous experience, both positive and negative, influenced
understanding and willingness to share data. Participants' past
experiences of data being held securely and appropriately
increased comfort in sharing data in the future. Conversely,
experiences where data were shared without their knowledge
or ability to control it resulted in individuas feeling less
comfortable about data sharing in the future. This underscores
the importance of integrity in the use of dataand how unethical
practices can lead to a diminished willingness to share datain
the future.

My son got dinged by the DMV due to hospital stay.
Why would you do that if his record is way cleaner
than minedriving-wise? Therewasno reason for him
to get that letter in the mail saying you're going to
be suspended if you don't show up at this court
hearing. And that's how it was derived: from the
hospital stay. [Parent 3, group 3]

I think my positive and negative biases are related to
the fact that I’ve worked in clinical research for 20
years. And | wrote “ somewhat comfortable” on both
answers, because | know at our clinic, we're super
careful about how we collect [data]. [Provider 2,
group 1]

Rapport Developed With Clinical Program

When researchers cannot bein direct contact with participants,
they rely on established rapport between client and clinic staff,
as staff are often the individuals who relay information about
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research opportunities. One clinician stated that “ understanding
what the purpose of the research is and how it's helpful” can
be a conduit for transparency. A clinical research coordinator
noted that rapport aone isinsufficient; clinicians must be able
to explain the study.

| think rapport with our patientsisreally important...
| think there was something about the rapport building
up front from the phone line to actually consenting
that was much more comfortable compared to just
someone hew coming in and explaining the consent
that they had never had contact with or any
relationship with prior. [Provider 3, group 1]

Phase 2: Developinga EUL A I nformed by Community

Partner Perspectives on Ethical Mental Health Data
Sharing

Development of EULA Materials

After completing the phase 1 focus groups, we (1) developed a
whiteboard-style informational EULA video and (2) designed
the user interface in Beehive on which users review the text of
the EULA and make decisions about how they want their data

https://humanfactors.jmir.org/2023/1/e44194
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to be used. This happened concurrently with the coding of phase
1 groups, with themes from these groups informing the
development of these EULA materials.

While it was notable that multiple factors distinct from the
EULA were considered important to decision-making regarding
data sharing, issues concerning transparency, data protection
and security, potential benefits, and control were considered
important and something that could be specifically addressed
by a EULA. In response to these findings, our informational
video and text EULA were designed to include information in
plain language regarding the purpose of data collection, the
funders sponsoring the project, the entities who would have
access to data and at what levels (identified vs deidentified),
and how their data were secured and stored. We also provided
information about how their participation in this project and
sharing their data could benefit them and the population with
EP in California more generally. Both formats of the EULA
included information regarding opting into and changing data
sharing permissions (ie, “control”). A detailed summary of how
these themes were incorporated into the development of the
EULA materialsis presented in Table 3.
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Table 3. Implementation of phase 1 themes into the Beehive end-user license agreement (EULA) video.

Theme Transparency Data protections Control Explanation of potential benefits
EULA text and . Eighth-gradereadinglevel .« Describedinthecontextof «  Opt-in(vsopt- «  Added text toward the end
video script «  Explainswhat kinds of data both clinical careand protec- out) to data shar- of the video to explicitly

are shared, who they are
shared with, and why they
are shared

«  Will betranslated into 12
additional threshold lan-
guagesto serve the diverse
population represented in

EPI-CAL?sites

Application user in-
terface

Bold text for each main _b
point, with important sub-
text beneath each point

Video design «  Important phrases and .

words written out

e  These phrases and words
will betrandlated into 12
additional threshold lan-
guages

«  Graphics showing therela
tionship between entities

tions for research data

Giveaclear visualizationof
how data are deidentified

ing with research

o Makesclear that
sharing datawith
research is op-
tional and using
Beehive is not
required to re-
ceive care

«  Describesthat
users can change
their mind

describethe potential bene-
fits of each level of data
sharing

e Usercansubmit —
tothe EULA
(and use applica-
tion) without
agreeing to data
sharing for re-
search

o  Separate check
boxes for each
type of sharing

o Opt-in (vsopt-
out) to share data
with research

Provided a clear visualiza-
tion of the text that de-
scribes the benefits of data
sharing

Provideaclear
visualization of
theindividual re-
questing to

delete data

8EPI-CAL: Cdlifornia Early Psychosis Intervention Network.
PNot addressed in the user interface.

Participant Perspectives on How the EULA Addresses
I ssues Related to Transparency, Control, Data
Protection, and Potential Benefits of Data Sharing

Following the preliminary devel opment of the EULA materials,
we conducted user-centered workshopswith theaim of soliciting
feedback on the materials and focusing on potential areas for
improvement. During these workshops, we presented Bechive
EULA materialsto participants through awhiteboard video and
the application’s user interface, where users could indicate their
data sharing choices.

Overdll, the feedback from the participants was positive. Most
considered the EULA to be highly transparent, although some
clinicians were concerned with the relevance of particular
visualizations, while a client participant suggested the term
“deletion” of data may be misleading in this context. Others
appreciated how the EULA provided agency and control back
totheclient, which isparticularly important in this setting, given
that individuals with psychosis can frequently feel that their
agency isbeing taken away. Othersreported that akey takeaway
message from the EULA video wasthat they felt their datawere

https://humanfactors.jmir.org/2023/1/e44194

secure, which was considered an important factor in agreeing
to data sharing. Finally, feedback regarding the benefits of data
collection was somewhat mixed. Some participants appreciated
the fact that the EULA made clear how these data linked to the
larger EPI-CAL research project centered on improving and
evaluating outcomes. On the other hand, others were less clear
on how data collection may lead to localized benefits, which
raised concerns about the utility of the data being requested.

They feel likethey don’t have a lot of self-control over

things, or even their life, and this gives them control

over at least this portion of it. And asking the

questions beforehand to get permission before you

put in any data, | think is an awesome idea. [Parent

2, group 6]

[ The message | came away with was] That my health

information would be protected. [Provider 4, group

4]
Based on the feedback from participants during the phase 2
workshops, a series of modifications were made to the EULA.
Examples include clarifying the research team’'s access to
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deidentified datafor quality management purposes, highlighting  interface by changing the “opt-in” data sharing choices to a
potential benefits to clients, further simplifying the text, and forced response (yes or no) regarding data sharing (Figures 1
dowing the rate of speech. Additionally, we updated the user and 2).

Figure 1. The Beehive end-user license agreement screen as presented in phase 2 focus groups was designed with feedback from phase 1 focus groups.
Item “&’ was from client input (phase 2—impact on transparency), item “b” was from client input (phase 2—impact on transparency), and item “c” was
from support person input (phase 2—impact on transparency).

AM Test .
Client Two

f@) Beehive

“Now that you've watched the video about Beehive, it's time to choose your data permissions. First let's review what you are agreeing to by using
Beehive as part of your care.”

* -required

= this is for data collection only and not treatment. *

@ This application does not provide medical advice. It is not for use in medical emergencies.
@ Hlamin need of urgent medical treatment or emergency care, | should contact my treatment team directly or call 91,

| understand that my identifiable mental health data entered on this platform will be shared as part of standard Early Psychosis care in
my clinic. *

@ My reatment team (ie. doctor, therapist, clinic administrators) will see my identifiable mental health data (ie. my name and other information
that can identify me). This is part of standard Early Psychosis care,

@ My treatment can export my identifiable mental health data from the application. They may do this to support my treatment of provide
required reports 1o groups that oversee and fund my clinic (e.g., county mental health department, private insurance). My treatment team is
responsible to protect my data once it is exported from the application. This is described by HIPAA guidelines and my clinic treatment
agreement.

| understand that the UC Davis staff that manage Beehive will have access to my de-identifled mental health data in order to suppert
and -

@ The UC Davis research team will not see my name or any other information that could directly identify me. They will see my Zip code and
maonthiyear of birth. All of my data will be linked to a unigue identification number (ID). My unigue ID will not contain any information that
could identify me. My unique ID will not be connected to my name.

@ This data will only be used as part of Beehive management. For example to provide technical support to me and my clinic, and/or improve
Beehive.

“Next, choose your permissions levels. You can choose to share your data outside of Beehive for research purposes to improve Early Psychosls
care for others in California and across the United States. You can change these permissions at any time. You can also ask researchers to delete
your data.”

a D Optional) | agree to share my de-identified data with the UC Davis Research Team. b

@ lunderstand the UC Davis research team will not see my name or any other information that could directly identify me. They will see my zip
code and monthiyear of birth. All of mvy data will be linked to a unigue identification number (ID). My unigue ID will not contaln any
information that could identify me. My unigue ID will not be connected to my name.

® |understand the UC Davis research team will report group leved data to ions that fund the h, such as the National Institutes
of Health (NIH). This data will also be presented at academic conferences and published in academic journals

@ lunderstand if | ask UC Davis researchers to delete my data, it will be removed from the research data set. My data will no longer be
included in future reports or research papers. It will not be removed from reports and research papers that have already been published.

(Opticnal) | give permission for UC-Davis researchers to share my de- data with the of Health (NIH) for
research purposes.

@ |understand that Westat, an employee ed research corg . was chosen by the NIH to store and secure this data.

@ |understand my name or any other information that could directly identify me will not be a part of this data set. My zip code and month/year
of birth will be a part of this data set. All of my data will be linked 10 a unigue identification (ID) number. My unique 1D will not contain any
information that could identify me. My unique ID will not be connected to my name.

@ |understand other researchers across the world can use this data in scientific research

@ Ifl want my data to be deleted from the national database, | understand that | will need to submit a request. My data will be removed from
the national database. My data will no longer be shared with future researchers for use in scientific research. However, if NIH has already
shared this data with other researchers, my data will not be deleted from those data sets.

1 understand that | can change my data permissions and/or ask researchers to delete my data at any time. *

@ |canchange my data sharing permissions in the application at any time.

@ |can ask researchers to delete data | have already shared with them at any time. | can do this by emailing hs-epical@ucdavis.edu or calling
916-734-3247.

@ When | ask researchers to delete my data, | understand that it will not be removed from reports or papers that have already been published

@ lunderstand that data already shared to the NIH may have already been shared at the group or individual level with other researchers. | will
not be able 1o delete that data
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Figure2. TheBeehive end-user license agreement screen was updated based on feedback from phase 2 focus groups. Item “a’ wasfrom early psychosis

team input (phase 2—impact on transparency).
(@) Beehive

End User License Agreement for Danica

Danica i

Now that you've watched the videe about Beehive, it's time to choose your data permissions. First let's review what you are agreeing to by using Beehive as part of

your care.

* -required

Im this lon Is for data

only and not treatment. *

@ This application does not provide medical advice, It is not for use in medical emergencies.

® i Moshay is in need of urgent medical treatment o e

gency care, | should contact their treatment team directly or call 911,

[ 1 understand that my identifiable data entered on this platform will be shared as part of standard Early Psychosis eare in Moshay's clinic *

® Moshay's treatment team (ie. doctor, therapist, clinic administrators) will see my identifiable data {ie. my name and other demographic information that can

identify me). This is part of standard Early Psychosis care

®  Moshay's b
groups that oversee and fund my clinic (e.g., cou
ence it is exported from the application. This is de

ental health dep.

eatment team can export my identifiable data from the application. Th
tment, pri
ibed by HIPAA guidelir

»y may do this 1o support Meshay's treatment or previde required reports to
te insurance). Moshay's treatment team s responsible to protect my data
d Moshay's clinic ireatment agreement

[ 1understand that the UC Davis staff that manage Beehive will have access to my de-identified data in order to support application development and

management. *

® The UC Davis res
of my data will be

h team will n

connected to my name.

@ My name or any other information that could directly identify me. They will see my zip cod

nked to a unique identification number (D). My unique D will not contain any information that could identify me. My u

mant of b

ique ID will not be

® This data will only be used as part of Beehive management. For example to provide technical support to me and my clinic, and/or improve Beehive.

Next, choose your permissions levels. You can choose to share your data outside of Beehive for research purposes to improve Early Psychosis care for others in

California and across the United States. You can change these permissions at any time, You can also ask researchers to delete your data.

| agree to share my de-identified data with the UC Davis Research Team. *

O\bs ONe

® | understand the UC Davis research team will no
of birth, Al

naot be connected 1o my name.

Wy cata will be linked to a unique

e my name or any other information that could directly identify me. They will see my zip code and month/year
entification number (ID). My unique ID will not contain any information that could identify me. My unique 10 will

® |understand the UC Davis research team will report group level data 1o organizations that fund the research, such as the National Institutes of Health (NIH). This
cata will also be presented at academic conferences and published in academic journals.
® iun if 1 ask UC Davis researchers to delete my data, it will be rer m the research data set. My data will no longer be included in future repors or

research papers. It will not be removed

from reparts and

dy been published

| give permission for UC-Davis researchers to share my de-ldentifled data with the Natienal Institutes of Health [MIH) for research purposes. *

Ohs ONo

® | understand that W

® | understand my name or any other information that could directly identify me will not be a part of this data set. My zip

of this data set. All of my data will b
1D will not be connected to my name

linked to a unigue Identification (ID) number. My unigque ID will not contain any

1. an employee-owned research corporation, was chosen by the NIH 1o store and secure this data.

de and monthfyear of birth will be a part

ation that could identify me. My unigue

® | understand other researchers across the world can use this data in scientific research.

® |un
national

researches

tand if | want my data o be deleted from the national databa:

rriy data will not be deleted from those data sets

[0 1 understand that | can change my data and/or ask

understand that | will need to submit a request. My data will be removed from the
ase. My data will no longer be shared with future researchers for use in scientific research. However. if NIH has already shared this data

h other

to delete my data at any time, *

® | understand | can change my data sharing permissions in the application at any time.

® | understand | can ask researchers to delete data | ha
916-734-3247.

¢ already shared with them at any time. | can do this by emailing hs-epical@ucdavis.edu or calling

® | understand when | ask researchers to delete my data, | understand that it will not be removed from reports or papers that have already been published.

® | understand that data already shared to the NIH may have already been shared at the group or individual level with other researchers. | will not be able to delete

that data.

Hojoct

Implementation of theCo-Designed EUL A in EPI-CAL

The co-designed EUL A wasintegrated into the EPI-CAL when
the beta version of Beehive was launched on March 15, 2021.
As of May 26, 2023, 475 clients have reviewed the EULA. Of
these, 87% (n=412) of users have chosen to share their data
with University of California, Davis researchers, and 83%
(n=393) have chosen to share their data with the National
Ingtitutes of Health. Only aminority of clients(n=3, 0.6%) have

https://humanfactors,jmir.org/2023/1/e44194
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withdrawn their permission to share data after initially choosing
to shareit.

Discussion

This study explored EP community partner perspectives on
ethical data sharing practices and what impacted their
willingness to share data on eHealth platforms. Then, using
these data, we developed a user-centered, accessible, transparent,
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and flexible EULA that aimed to incorporate EP community
partner priorities. In the second phase of this study, we piloted
the newly developed EULA materials with EP community
partnersin a user-centered design workshop format to evaluate
if our EULA approach addressed the most critical elements
needed for ethical data sharing practices. Community partners
expressed overall positive attitudes toward the EULA materials
and reported that the EULA would likely increase EP program
participants willingness to engage in data sharing if they were
using Beehive. This theoretical engagement with Beehive
mentioned by participants is supported in practice by the high
proportion of clients that have agreed to share their data after
reviewing the Beehive EUL A as part of their regular care. These
findings, therefore, present 1 possible ethical framework for
eHealth platforms adopting user-centered approaches. eHealth
platforms developed with ethical data sharing practices can
address client and family member priorities, which can aso
lead to a high proportion of clients with EP agreeing to share
data

In thefocus group phase of the study, we elicited feedback from
participants around sharing and using health information
collected through an eHealth platform. We found major themes
centered on data sharing practices that could be addressed by a
well-designed EULA, aswell asfactorsthat wererelated to data
sharing practices more generally. Regarding EULA relevant
factorsthat would increase willingness to share data, four main
findings emerged: focus group participants endorsed the core
themes of (1) transparency, (2) dataprotectionsand limitations,
(3) control and agency over the use of their data, and (4) clarity
around the potential benefits of data sharing. Factors that
influenced decisions around data sharing that could not be
addressed by a EULA included past experiences with data
sharing and rapport developed with clinical service providers
facilitating data collection activities. These findings build on
previous research highlighting a range of privacy-adjacent
concerns [22,27,29,33], including transparency [27,41],
relevancy [27], user-level control [41,42], and comprehension
[13,20,43]. Thisdemonstratesusers desireto know the“what,”
“when,” “how,” “why,” and “with whom” to make informed
data sharing decisions. eHealth platforms need to equip users
with enough information in their EULAS to objectively assess
the benefits and risks of sharing their sensitive persona
information.

EULAstypically have low readership [44], and profit-oriented
applications aim to collect massive amounts of data[22]. Thus,
there are minimal, if any, safeguards in place for vulnerable
individuals. Even when deidentified data are used, they are often
exempt from regulatory review [45]. As such, the EULA does
not parallel theclinical or research-informed consent framework,
and there is much that can be applied regarding the ethical use
of eHealth technology. Though informed consent is required to
cover aspects of privacy, risks, and ethical use of data, it still
falls short in similar ways to the typical EULA, such asfalling
into the trap of long, technical, and difficult-to-understand
language (ie, above recommended reading levels), and often
requiring supplemental scripts describing the process in more
granular steps, using plain layperson’s terms, and requiring
comprehension checks[20,28,31,32,34,46-48], though this has
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historically not been a standardized process [49]. The goal of
this project was to respond to previous EULA and consent
framework limitations and address the concerns that users had.
These closely aligned with the themes of transparency and
comprehension, protections, control, and explanation of potential
benefits observed in our focus groups.

Our resultsdemonstrate the value of partnering with community
members to develop eHealth technology and related EULA
materials. Participants wide range of experiences and
perspectives emphasized their desire for control and protection
over their data. Workshop participants upheld the importance
of alowing users to change their data sharing preferences at
any time; they viewed such a feature as a way to support
vulnerable individuals who may wish to modify data sharing
decisionsthey made during times of sedation from psychotropic
medications, for example. Similarly, participants highlighted
the impact of trust and rapport between client and provider on
data sharing decisions; they suggested that providersreview the
EULA video with clients and families to answer questions and
provide encouragement and assurance as they consider their
data sharing options. This indicates that person-to-person
discussion of the EULA also impacts comprehension, comfort
using eHealth technol ogy, and whether the user choosesto share
their data. By centering the voices of users, we gained valuable
insight into how best to balance user control over data and
researchers’ need for data. The potential benefits of adopting a
user-centered design approach to EULA development are
reflected in the high proportion of clients that agreed to share
data following completion of the process (421/478, 88/1%).
Thisis noteworthy, given it has been argued that the length and
complexity of EULAshave been used as an obfuscation strategy
toincrease thelikelihood that people agree to termsthat benefit
those that receive materials [35,50]. However, our findings are
consistent with previous research, suggesting clearer EULAS
can lead to a greater number of consumers reading and
understanding the terms, which can in turn increase the
likelihood they accept them [51].

This study has significant strengths, including centering
community partner perspectives, using a multiphase approach
to incorporate participant feedback, and developing actionable
steps to ensure ethical data sharing in eHealth technology.
Limitationsincludethe possibility of biasinherent to qualitative
methods: facilitator age, social status, race, and participant
involvement in the development of the EULA materials
reviewed could bias their responses. Participants may have felt
pressure to please facilitators (social desirability bias) and may
have limited contributions due to discomfort (sensitivity bias).
Another important limitation to note is the relatively small
sample size, particularly in the client and family subgroups,
which limited the ability to make subgroup comparisons.
However, among the subgroups, the findings appeared broadly
consistent, mitigating this as an issue. While there was high
consistency at the participant level, indicating saturation, this
may be partly attributable to group dynamics; data from
additional focus groups would be informative, including from
more diverse service users and their families with different
language preferences and needs. Future work is aready
underway to include collaborating with partners who speak

JMIR Hum Factors 2023 | vol. 10 | e44194 | p. 11
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR HUMAN FACTORS

languages other than English to determine the best approaches
for trandating EULA materias in a culturally accessible and
linguistically appropriate manner.

Limitations were minimized where possible: to |essen dominant
respondent bias, facilitators promoted fewer vocal participants,
to avoid reference bias, questions were ordered logically,
minimizing swaying participants perspectives, to mitigate social
desirability bias and sensitivity bias, facilitators positioned
participants as the experts in their experiences and encouraged
them to provide honest feedback and frame negative feedback
as crucial to addressing potential issues;, and to minimize
reporting bias, we used codebooks, multiple coders, and
participant feedback before finalizing themes. COVID-19
logistical barriers likely impacted provider recruitment among
consumers. Relatedly, COVID-19 safety precautions
necessitated videoconference meetings, excluding participants
without adequate internet access or el ectronic devices and those
uncomfortable with internet-based participation. Although
cross-clinic videoconferencing likely increased the breadth of

Tully et d

voices included in the discussion, this selection bias may be
particularly relevant given the technology-oriented subject
matter. Future research should examine eHeal th technology and
data sharing attitudes with individuals with low comfort with
technology and who prefer in-person participation.

In a period of rapid expansion of eHeath technology
availability, the contrast between community partners wishes
for transparent, accessible data sharing agreements and the
convention of EUL Asbeing complex, convoluted, and centered
on the needs of the developer presents a significant issuein the
field. This study highlights the vaue of using
community-informed research to identify community partners
needs, values, and priorities around data sharing. Furthermore,
when needs and values are incorporated into the EULA design
process, this study demonstrates that the approach can lead to
high rates of data sharing. This suggests that adopting a more
ethical approach to data sharing can have the dual benefit of
addressing community partner needs while simultaneously
supporting researchers’ effortsto collect eHealth data.
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