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Abstract

Background: Technological advancements have opened the path for many technology providersto easily develop and introduce
eHealth tools to the public. The use of these tools is increasingly recognized as a critical quality driver in health care; however,
choosing a quality tool from the myriad of tools available for a specific health need does not come without challenges.

Objective: This review aimed to systematically investigate the literature to understand the different approaches and criteria
used to assess the quality and impact of eHealth tools by considering sociotechnical factors (from technical, social, and
organizational perspectives).

Methods: A structured search was completed following the participants, intervention, comparators, and outcomes framework.
We searched the PubMed, Cochrane, Web of Science, Scopus, and ProQuest databases for studies published between January
2012 and January 2022 in English, which yielded 675 results, of which 40 (5.9%) studies met theinclusion criteria. The PRISMA
(Preferred Reporting Items for Systematic Reviews and Meta-Analyses) guidelines and the Cochrane Handbook for Systematic
Reviews of Interventions were followed to ensure a systematic process. Extracted data were analyzed using NVivo (QSR
International), with athematic analysis and narrative synthesis of emergent themes.

Results: Similar measuresfrom the different papers, frameworks, and initiatives were aggregated into 36 unique criteriagrouped
into 13 clusters. Using the sociotechnical approach, we classified the relevant criteria into technical, social, and organizational
assessment criteria. Technical assessment criteria were grouped into 5 clusters: technical aspects, functionality, content, data
management, and design. Social assessment criteria were grouped into 4 clusters: human centricity, health outcomes, visible
popularity metrics, and social aspects. Organi zational assessment criteriawere grouped into 4 clusters: sustainability and scalability,
health care organization, health care context, and devel oper.

Conclusions: This review builds on the growing body of research that investigates the criteria used to assess the quality and
impact of eHealth tools and highlights the complexity and challenges facing these initiatives. It demonstrates that there is no
single framework that is used uniformly to assess the quality and impact of eHealth toals. It aso highlights the need for amore
comprehensive approach that balances the social, organizational, and technical assessment criteria in a way that reflects the
complexity and interdependence of the health care ecosystem and is aligned with the factors affecting users’ adoption to ensure
uptake and adherence in the long term.

(IMIR Hum Factors 2023;10:e45143) doi: 10.2196/45143
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Introduction

Background

Research has shown that eHealth solutions may help optimize
the quality of health care services[1-6] but also that the lack of
a standardized assessment approach makes it challenging to
select the appropriate tool for aparticular purposein aparticular
context [ 7-9]. eHealth tool s continue to grow in number, creating
a cluttered landscape that can be hard to navigate. Regarding
mobile health apps alone, there are >300,000 available in the
app stores, and >200 new apps are added daily [10].
Stakeholders, including patients, clinicians, payers, and other
industry players such as pharmaceutical companies, face
challengesin identifying quality in this crowded space[7,8]. It
has aso been established that users are faced with a situation
where only a fraction of the available solutions are in fact
appropriate for use [11], with considerable variation in the
evidence supporting the different eHealth interventions [12].
Hence, there is a need for standardized assessment criteria to
support informed decision-making with respect to eHealth tool
evaluation [8].

Technological advancements have opened a path for many
technology providers to easily develop and introduce eHealth
tools to the public. The use of these tools is increasingly
recognized as a critical quality driver in health care [13];
however, choosing a quality tool from the myriad of tools
availablefor aspecific health purposeischallenging. Moreover,
rapid technological devel opment meansthat many eHealth tools
remain unevaluated by researchers [9,14], leaving potential
users largely uninformed about their quality, veracity, safety,
and fit [15]. Owing to this lack of proper assessment
mechanisms, previous researchers that tried to assess existing
apps have concluded that many eHealth toolsthat hit the market
lack some relevant functionality and features [16] or do not
fully satisfy users needs[17]. Furthermore, the crowded eHealth
landscape compared with the number of approved prescription
drugs, for instance, makesit quite challenging for both clinicians
and patientsto find, evaluate, and adopt the right eHealth tools
[18]. Quite often, cliniciansfind themselvesin asituation where
they do not know which tool to use or recommend [19,20].
Failure to properly assess criteria such as the accuracy and
appropriateness of eHealth tools can also compromise patient
safety [21]. Ultimately, the lack of standardized and rigorous
assessment frameworks resultsin tools that do not always meet
high-quality standards across multiple domains[17].
Objectives

The aim of this study wasto build a better understanding of the
different criteriaused to assessthe quality and impact of eHealth
technologies. We adopted the World Health Organization
(WHO) definition of eHealth as “the cost-effective and secure
use of information and communicationstechnologiesin support
of health and health-related fields, including health care services,
health surveillance, hedlth literature, and health education,
knowledge and research” [22]. Furthermore, thisreview focused
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on patient-facing eHealth tools, including self-management
tools and remote eHesalth solutions, rather than tool s used within
and between care providers (eg, hedth care professional
videoconferences or electronic health record integration) or
health data analytics systems used at the population level.

Accordingly, a systematic review was conducted to provide a
precise and up-to-date description of the different criteria used
in published research to assessthe quality and impact of eHealth
toolsfrom technological, social, and organizational perspectives.
It also reflected on the potential implications and suggested
directions for relevant stakeholders on how to best assess the
eHealth tools that they are considering. This work builds on
and expands the initial findings of a previous research project
that investigated the sociotechnical factors affecting mobile
health adoption from patients and clinicians' perspectives,
which have already been published [23,24].

Findings from this study will help inform clinicians,
pharmaceutical executives, insurance professionals, technology
providers, and policy makers by presenting them with an
up-to-date and comprehensive review of the different criteria
used to assessthe quality and impact of eHealth tool s as reported
in the academic literature. This can guide them in making more
informed decisions about which toolsto use, endorse to patients,
invest in, partner with, or reimburse based on their potential
quality and impact.

Methods

Overview

The methods for this review were drawn from the PRISMA
(Preferred Reporting Items for Systematic Reviews and
Meta-Analyses) guidelines [25] and the Cochrane Handbook
for Systematic Reviews of Interventions [26], both of which
provide guidance toward arigorous and reliable literature review
methodology. The review methods were defined in advance,
and the protocol was published in the Research Registry
(reference: reviewregistry1291) and is available on the web to
promote transparency [27]. This analysis did not require any
major divergencefrom theinitial protocol. The research question
that guided this review was as follows: what are the technical,
social, and organizational criteriathat must be considered when
assessing the quality and impact of eHealth tools?

Search Strategy

A search of the PubMed, Cochrane, Web of Science, Scopus,
and ProQuest databases in January 2022 identified relevant
studies. The scope of this review was narrowed to studies
published in English between January 2012 and January 2022.
Only original, peer-reviewed, and published papers were
included in this study. Other forms, such as editorials,
unsystematic reviews, interviews, commentaries, unstructured
observations, and position papers, were excluded. We decided
not to include articles based on manual searches of reference
listsin alignment with the guidance of the Cochrane Handbook
for Systematic Reviews of Interventions that “positive studies
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aremorelikely to becited” and “retrieving literature by scanning
reference lists may thus produce a biased sample of studies”
[26].

The search string shown in Textbox 1 was devel oped according
to the participants, intervention, comparators, and outcomes
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framework. The authors limited the search of this search string
to the manuscript title to make sure that the resulting papers
were about eHesalth assessment criteriaasawhole, not individua
assessments of pilot studies singling out specific tools.
Comparators were not applicable to this study.

Textbox 1. The search string according to the participants, intervention, comparators, and outcomes framework.

Participants: patients

used at the population level

Intervention: eHealth

Outcome: assessment criteria

OR “approach” OR “scorecard” OR “path”)

«  Focus on patient-facing eHealth technologies, including self-management tools and remote eHealth solutions, rather than tools used within and
between care providers (eg, health care professional videoconferences or electronic health record integration) or health data analytics systems

o “eHedth” OR “mobile health” OR “Telehealth” OR “mHealth” OR “mobile applications’ OR “mobile apps’ OR “telemonitoring” OR “app”
OR “online health apps’ OR “digital health” OR “health apps’ OR “health platforms’

o AND (“assessment” OR “assess’ OR “evaluation evaluating” OR “validation” OR “impact” OR “effectiveness’ OR “efficacy” OR “quality”)
« AND (“criterid’ OR “framework” OR “method” OR “methodology” OR “methodologies’ OR “measurement” OR “toolkit” OR “tool” OR “tools”

Study Selection

In total, 2 researchers (CJ and JL) were involved in the
screening, eligibility, and inclusion phases, and any divergence
was agreed upon through discussion between them. In cases
where they could not reach an agreement, athird reviewer (SH
for socid or health-related criteria, Cl for organizational criteria,
and MP for technical criteria) discussed it with them and made
the final decision. The practice partner (AK) ensured that the
naming and categorization of the assessment criteria were
relevant and meaningful from a practice point of view. The
research team used the open-source app Rayyan (Qatar
Computing Research Institute) to facilitate collaborative
screening by the team [28]. Screening lasted from February
2022 to June 2022. The inclusion and exclusion criteria are
detailed in Textbox 2 and were developed according to the
participants, intervention, comparators, and outcomes
framework.

After completing screening and resolving any conflicting views
among the researchers, the selected full texts were assessed for
eligibility independently by CJand JL. Any disagreementswere
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resolved through discussion with SH for socia or health-related
criteria, Cl for organizationa criteria, and MP for technical
criteria. The risk of bias was assessed using the Critical
Appraisal Skills Programme (CASP) checklist [29]. The
checklist isprovided in MultimediaAppendix 1, and it evaluates
the following key quality criteria of the included studies:
whether therewas aclear statement of the aims of the research,
whether the methodology was appropriate for the research
objectives, whether the research design was appropriate to
address the aims, whether the recruitment strategy was
appropriate for the aims of the research, whether the datawere
collected in a way that addressed the research issue, whether
therole of the researchers was adequately considered, whether
ethical issues were considered, whether the data analysis was
sufficiently rigorous, whether there was a clear statement of
findings, and whether the researchers discussed the contribution
the study made to existing knowledge or understanding (eg, did
they consider thefindingsin relation to current practice or policy
or relevant research-based literature). A Microsoft Excel
(Microsoft Corp) sheet with the results of the appraisal of the
included studies can be accessed in Multimedia Appendix 2
[15-21,30-62].
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Textbox 2. Inclusion and exclusion criteria according to the participants, intervention, comparators, and outcomes framework.

Inclusion criteria
o  Participants
«  Focused on patients

. Intervention

o  Comparators

«  Doesnot apply

. Outcomes

«  Publication type
o Original, peer-reviewed, and published papers

« Timeframe

«  Studies published between January 2012 and January 2022
« Language

o  Studies published in English

Exclusion criteria
o Participants

»  Focused solely on clinicians or technology providers

. Intervention

health data analytics systems used at the population level

«  Comparators

o  Doesnot apply

. Outcomes

«  Publication type

« Timeframe

o Studies published before January 2012 or after January 2022

« Language
«  Studies published in other languages

«  Focused on patient-facing eHealth tools, including self-management tools and remote eHealth solutions

« Addressesthe different criteria used to assess the quality and impact of eHealth tools regardless of the condition

«  Tools used within and between care providers (eg, health care professional videoconferences or electronic health record integration) or

« Individual assessments of pilot studies singling out specific tools

«  Editorids, interviews, commentaries, unstructured observations, and position papers

Data Collection and Synthesis

Thevariety of procedures and resultsthat wereidentified in the
included studies was not homogeneous enough to enable a
guantitative analysis of the data. Therefore, anarrative synthesis
was used and structured around the social, organizational, and
technical criteriaused to assessthe quality and impact of eHedlth
tools. NVivo (QSR International), a computer-assisted
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gualitative data analysis software, was used to assist with this
task.

Data coding began with a preliminary data extraction grid that
included themes based on previous research and technology
acceptance frameworks; the initial codebook was informed by
our previouswork that aggregated the factors affecting adoption
from patients and clinicians' perspectives [23,24,63]. More
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codes were added as they emerged during the review process.
Thematic analysis by Braun and Clarke [64-66] was used to
identify and extract themes under the social, technical, and
organizational assessment criteria addressed in the research
question. Social criteria included any social-related elements,
such asthe effects of people and groupsinfluencing one another
through culture; technical criteriaincluded elements related to
the material sides of the technology, such asits ease of use and
usability; and organizational criteria were linked to elements
such as resources and workflow. The phases of the thematic
analysisare explained in detail in Multimedia Appendix 3. The
7 key phases were datafamiliarization; initial code generation;
searching for themes; reviewing themes; defining and naming
themes; linking themesto explanatory frameworks; and, finaly,
producing the report. This process lasted from June 2022 to
September 2022.

Theoretical Framewor k

Health care technologies are generally more complex than tools
that address a specific user need. They typically serve patients
with comorbiditieswho are mostly treated by multidisciplinary
teams of clinicians potentially working across more than one
organization. This particular nature of the health care sector
callsfor awider view that goes beyond atool’stechnical aspects
as health care technology cannot be successfully implemented
in isolation from the broader context in which it is being used
[63].

Therefore, the authors were guided in their thinking by the
sociotechnical theory, which has at its core the idea that the
design and performance of any innovation can only be
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understood and improved if both “social” and “technical”
aspectsare brought together and treated asinterdependent parts
of acomplex system [67]. In socia studies of technology and,
more specifically, the sociotechnical theory, technology, roles,
and practices and organizationa structures are viewed as
interacting parts of mutualy interdependent collections of
elements [67]. This position is aligned with what several
scholars have recommended (explaining that many of the
broadly used frameworks adopt a technology-centered view
focusing on the technological aspects [68,69]): a shift to
multidimensional modelsthat go past technol ogy to encompass
the surrounding context as well as societal and implementation
factors [68-71]. Therefore, the resulting criteria go beyond the
technical quality of eHealth toolsto also cover all other relevant
aspects, such as social and organizational criteria.

Results

Study Selection Flow and Characteristics of the
Included Studies

The PRISMA study selection flow diagram in Figure 1 depicts
the flow of information through the different phases of the
systematic review. It maps out the number of recordsidentified,
included, and excluded and the reasons for exclusion. This
processresulted in theinclusion of 40 articlesfor the qualitative
synthesis[15-21,30-62]. Multimedia Appendix 4 [15-21,30-62]
presents the sampl e characteristics of theincluded studiesfrom
research methodology, geographical, and clinica focus
perspectives.

Figure 1. Study selection flow diagram based on the PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) guidelines.

675 records identified
* 186 in PubMed database
* 40 in the Cochrane database
+ 292 in Web of Science database
* 39in Scopus database
» 118 in ProQuest database

Identification

59 records excluded as per the following criteria:
- - 51 studies dating before January 2012 (clder than 10 years)
- 8 studies in languages other than English

527 articles excluded, for one or more of the following reasons:
- 39 studies not specifically about eHealth
- 12 studies focusing solely on clinician-facing solutions not patient-facing

eHealth

- 28 studies are either non-peer-reviewed, editorials, interviews, comments,
unstructured observations or position papers

- 1 study was not available in English

- 220 studies do not specifically address the criteria to assess the quality and
impact of eHealth tools
- 227 studies were duplicates

49 articles excluded, for one or more of the following reasons:
- 25 studies are either non-peer-reviewed, editorials, interviews, comments,

unstructured observations or position papers
- 20 studies do not specifically address the criteria to assess the quality and

impact of eHealth tools
- 4 studies were duplicates with slightly different titles

Screening 616 records screened
Titles and abstract analyzed >
for inclusion or exclusion decision
P 89 full-text articles assessed for
Eligibility eligibility >
Inclusion 40 studies included

in qualitative synthesis

Critical Appraisal

We assessed the quality of the included studies using the CASP
checklist for qualitative studies [29]. We chose the CASP
because of the diversity of methodologies used in the included

https://humanfactors.jmir.org/2023/1/e45143

studies and the narrative nature of our own synthesis (as opposed
to meta-analysis and more guantitative methodologies) and
becauseit isthe most commonly used tool for quality appraisal
in health-related qualitative evidence synthesis, with
endorsement from the Cochrane Qualitative and |mplementation
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Methods Group [72]. Theincluded studies encompassed diverse
methodologies, including quantitative, qualitative, and mixed
methods as well as systematic literature reviews, hence, some
of the questions on the checklist were not applicableto all types
of studies. Scores were not assigned as this was not
recommended by the checklist [29].

On the basis of the critical appraisal, of the 40 studies, 4 (10%)
did not clearly justify their choice of study design but still used
a design that was suitable for their objectives, 3 (8%) did not
provide sufficient details on the profiles of the assessors and
implications for potential bias, 5 (12%) did not report whether
the study procedure was reviewed for ethics approval or how
they protected the privacy of the participants, 12 (30%) were
not clear enough about their data analysis strategy and whether
it was sufficiently rigorous, and 4 (10%) did not sufficiently
discuss the practical or policy implications of their findings.
The quality assessment results are provided in Multimedia
Appendix 2.

Studieswere not excluded based on quality assessment outcome
asthiswas unlikely to have amajor influence on the definition
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of the assessment criteria and the resulting aggregated
framework. However, the assessment provided a general idea
of the quality of the development processes of the existing
frameworks and, therefore, the strength of the evidence [73].
Thiswill be discussed in more detail in the Discussion section
when addressing the challenges with existing initiatives and
frameworks.

Framewor ks and Guidelines That Resulted From or
Were Used in the Included Studies

Several publications (21/40, 52%) did not mention the use of a
framework; however, there were 19 different frameworks or
guidelines used, and 22% (9/40) of the studies resulted in the
creation of a new assessment framework. Figure 2 presents the
diversity of the frameworks used in or resulting from the
included studies according to their occurrence. A framework
resulting from a study means that this framework was the end
result of the work in that study, whereas a framework used in
a study was the starting point rather than the outcome of that
study.

Figure 2. Frameworks and guidelines used in or resulting from the included studies according to their occurrence. A-MARS: adapted Mobile App
Rating Scale; APA: American Psychiatric Association app evaluation framework; AQEL: App Quality Evaluation framework; BIT: Behavior Interventions
Using Technology framework; CLIQ: Clinical Information Quality framework; COSMIN: Consensus-Based Standards for the Selection of Health
Measurement Instruments, DHS: Digital Health Scorecard; EU: European Union; EUNetHTA: European Network for Health Technology Assessment
CoreModd ; EVALAPPS: an app assessment instrument in thefield of overweight and obesity management; FDA Pre-Cert: Food and Drug Administration
precertification program; HIMSS: Health Care Information and Management Systems Society criteria framework; HONcode: Health On the Net
foundation code of conduct; IMO: quality improvement framework of the I nstitute of Medicine; | SAT: Intervention Scalability Assessment Tool; LCDH:
Lega Challengesin Digital Health framework; MARS: Mobile App Rating Scale; MedAd-AppQ: Medication Adherence App Quality assessment tool;
NICE BCG: National Institute for Health and Care Excellence behavior change guidance; NICE ESF: National Institute for Health and Care Excellence
Evidence Standards Framework for digital health and care technologies;, PENG: Swedish acronym that stands for “Prioritering efter NyttoGrunder,”
trandlated to “Prioritizing based on contribution of benefits’; RACE: Review, Assess, Classify, and Evaluate; RE-AIM: reach, effectiveness, adoption,
implementation, and maintenance framework; REP: Replicating Effective Programs, TEACH-apps: Technology Evaluation and Assessment Criteria

for Health Apps.
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Stoyanov et a [55] created the Mobile App Rating Scale
(MARS), and Roberts et al [21] adapted it, creating the adapted
MARS (A-MARS) to make it appropriate for the evaluation of
both mobile phone apps and e-tools, whereas EVALAPPS was
the outcome of the work by Robles et a [62]. The Clinical
Information Quality (CLIQ) framework for digital heath
resulted from the work by Fadahunsi et al [37], whereas the
work by Baumel et al [32] resulted in the creation of Enlight,
a comprehensive quality and therapeutic potential evaluation
tool for mobile and web-based eHealth interventions.

Garell et al [38] focused on evaluating digital health services
according to current legislation by creating a framework for
assessing the legal challenges in developing digital health
services, the Legal Challenges in Digital Health (LCDH)
framework, whereas the Medication Adherence App Quality
(MedAd-AppQ) assessment tool resulted from the work by Ali
et al [16]. The updated Nationa Ingtitute for Health and Care
Excellence Evidence Standards Framework (NICE ESF) for
digital health and care technologies was the result of the work
by Unsworth et al [56], whereas Varshney et a [57] created the
Review, Assess, Classify, and Evaluate (RACE) process, and
Camacho et a [18] created the Technology Evaluation and
Assessment Criteriafor Health Apps (TEACH-apps) process.

Of theframeworks and guidelinesthat were used in theincluded
studies, only 2 were used twice, and the rest were only used
once. The Health Care Information and Management Systems
Society criteria framework [74,75] was used by Stoyanov et al
[55] and Wildenbos et a [61]. The reach, effectiveness,
adoption, implementation, and maintenance (RE-AIM)
framework [76] was used by Blackman et al [34] and de La
Vegaet a [35], whereas the American Psychiatric Association
(APA) app evaluation framework [77] was used by Camacho
et al [18]. The App Quality Evaluation (AQEL) framework [ 78]
wasused by DiFilippo et a [36], and the Behavior Interventions
Using Technology (BIT) framework [79] was used by de La
Vegaet al [35].

The Consensus-Based Standards for the Selection of Health
Measurement Instruments initiative [80,81] was used by
Muro-Culebraset al [50], whereasthe Digital Health Scorecard
[8,82] was used by Sedhom et a [17], and the European
Network for Health Technology Assessment (EUNetHTA) Core
Model [83,84] was used by von Huben et al [60]. Stoyanov et
al [55] used the European Union UsabilityNet [85] and the
Nielsen Norman user experience criteria [86]. The Food and
Drug Administration (FDA) precertification program [87,88]
wasused by Alon et al [15], whereas Ali et al [16] used aversion
of the Health On the Net Foundation code of conduct [89,90]
that was adapted to assess the reliability and credibility of
medical apps[91,92]. The quality improvement framework of
the Ingtitute of Medicine (IOM) [93] wasused by Leeet al [46].

https://humanfactors.jmir.org/2023/1/e45143
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The Intervention Scalability Assessment Tool (ISAT) [94] was
used by Azevedo et al [30], whereas the National Institute for
Health and Care Excellence behavior change guidance (NICE
BCG) [95] wasused by McMillan et al [48], and the Prioritering
efter NyttoGrunder (PENG; trandlated as “Prioritizing based
on contribution of benefits’) evaluation tool [96] was used by
Parv et a [52]. Finally, the Replicating Effective Programs
(REP) framework [97] was used by Camacho et al [18].
Multimedia Appendix 5 [8,15-18,21,30,32,34-38,46,48,50,52,
55-57,60-62,74-93,95-97] presents the frameworks and
guidelinesthat resulted from or were used in theincluded studies
and provides more details on their contexts and the assessment
criteriathat each of them encompassed.

Synthesized Assessment Criteria

We synthesized similar measures from the different papers,
frameworks, and initiatives, resulting in 36 unique criteria that
mirrored all the rel evant assessment methods that were cited in
the included papers. It is worth noting that some of the criteria
may fit into more than one category but were placed in the
best-fitting category because of their importance and impact.
For example, inclusive design could be considered a design
aspect and could have been included in the design cluster under
thetechnical assessment criteria; however, givenitsimportance
for human centricity and its social implications for health care
equity, it was placed in that cluster instead. We also deliberately
included assessment criteria that apply to high-risk eHealth
toolsasit alowed usto identify amore extensivelist of criteria
with the expectation that not al criteriawill necessarily apply
to lower-risk eHealth tools. For instance, the patient safety
assessment criteriamostly apply for high-risk tools and would
be less relevant for low-risk tools that do not endanger patient
safety.

Using sociotechnical theory asaguide, we classified therelevant
criteria into technical, social, and organizationa criteria, as
detailed in Figure 3, which shows the aggregated criteria from
all the included studies, the frameworks that mentioned each
criteria listed in brackets, and their occurrence. The
double-ended arrows in the figure signal the interplay between
the technical, social, and organizational aspects. For instance,
the socia criteria related to human centricity and inclusive
design would also affect and be affected by thetechnical criteria
related to the tool’s design, such as usability. Similarly, the
health care organization organizationa criteria, such as
infrastructure and implementation, will affect and be affected
by the technica criteria related to data integration and
interoperability. Multimedia Appendix 6 [15-21,30-62] reflects
the assessment criteria classified according to the sociotechnical
approach, the respective frameworkswhere they prevailed, their
occurrences in the included studies, their definitions, and the
respective references.
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Figure3. Aggregated assessment criteria, the frameworks that mentioned them, and their occurrencein theincluded studies. A-MARS: adapted Mobile
App Rating Scale; APA: American Psychiatric Association app evaluation framework; AQEL: App Quality Evaluation framework; BIT: Behavior
Interventions Using Technology framework; CLI1Q: Clinical Information Quality framework; DHS: Digital Health Scorecard; EUNetHTA: European
Network for Health Technology Assessment Core Model; FDA Pre-Cert: Food and Drug Administration precertification program; EVALAPPS: an app
assessment instrument in the field of overweight and obesity management; | SAT: Intervention Scalability Assessment Tool; LCDH: Legal Challenges
in Digital Health framework; MARS: Mobile App Rating Scale; MedAd-AppQ: Medication Adherence App Quality assessment tool; NICE BCG:
National Institute for Health and Care Excellence behavior change guidance; NICE ESF: National Institute for Health and Care Excellence Evidence
Standards Framework for digital health and care technologies; RACE: Review, Assess, Classify, and Evaluate; RE-AIM: reach, effectiveness, adoption,
implementation, and maintenance framework; REP: Replicating Effective Programs; TEACH-apps. Technology Evaluation and Assessment Criteria
for Health Apps.
eriteria Social assessme aria Drganizational assess
Sustainability and scalability
- User engagement, customizability, tailering and - Cost-effectiveness (ISAT, RE-AIM, APA, BIT, IOM,

user control (Enlight, REP, TEACH-apps, NICE NICE ESF, EUNetHTA); n=17 (43%)

BCG, MARS, A-MARS, RACE); n=17 (43%) - Maintenance (ISAT, RE-AIM, REP, TEACH-apps,
BIT, CLIQ); n=13 (33%)

Technical aspects Human centricity

Technical reliability and stability (BIT, MARS, A-MARS,
NICE ESF, EUNetHTA); n=14 (35%)

- Training and documentation (REP, TEACH-apps, NICE
BCG, EUNetHTA); n=5 (13%)

- Support and help resources (REP, TEACH-apps, A-
MARS); n=4 (10%)

- Behavioural change and persuasiveness (Enlight,
AQEL, NICE BCG, NICE ESF, RACE); n=14 (35%) - Adoption and fidelity (ISAT, RE-AIM, BIT, NICE

o - Equity, ibility and inclusiveness (IOM, ESF, EUNetHTA, RACE); n=8 (20%)
- Feedback mechanisms; n=2 (5%) MARS, A-MARS, NICE ESF, EUNetHTA); n=10 - Availability (EVALAPPS); n=2 (5%)
L i (25%) Health care organization

Feature definition, attributes, functionality, purpose,
and user requirements (NICE BCG, RACE, TEACH-apps,
AQEL, MARS, A-MARS, EUNetHTA, EVALAPPS); n=18
(45%)

- Feature usefulness, utility, and relevance (MedAd-AppQ,
Enlight, AQEL, A-MARS, NICE ESF, EVALAPPS); n=15
(38%)

- Feature convenience (MedAd-AppQ); n=3 (8%)

Content

- Content quality (Enlight, AQEL, CLIQ, MARS, A-MARS ,

- Therapeutic alliance (Enlight, APA); n=3 (8%)
Health outcomes

- Health benefits and effectiveness (ISAT, RE-AIM,
TEACH-apps, |IOM, NICE BCG, NICE ESF,
EUNetHTA); n=15 (38%)

- Patient safety (Pre-Cert, LCDH, IOM, MARS, NICE
ESF, EUNetHTA); n=15 (38%)

- Evidence base (Enlight, APA, A-MARS, NICE ESF,
RACE, LCDH); n=11 (28%)

- Implementation (RE-AIM, TEACH-apps}); n=4 (10%)

- Workforce and resources (ISAT, EUNetHTA); n=3
8%

- Enfra}siructure (ISAT, EUNetHTA); n=3 (8%)

Health care context

- Strategic, political, and environmental contexts
(ISAT, TEACH-apps, REP); n= 3 (8%)

Developer

EVALAPPS); n=17 (43%)

- Credibility (Enlight, APA, CLIQ, MARS, A-MARS, NICE

ESF); n=15 (38%)

- Validity and reliability (MedAd-AppQ, NICE ESF,

EVALAPPS); n=10 (25%)

Visible popularity metrics

- Ratings and user satisfaction (TEACH-apps,
MARS, NICE ESF); n=12 (30%)

Social aspects

- Social influence and endorsement (EUNetHTA,

- Transparency and credibility (APA, Pre-Cert ,
MedAd-AppQ); n=11 (28%)

- Compliance and accountability (Pre-Cert,
EUNetHTA); n=7 (18%)

- Proactivity and interaction quality (Pre-Cert); n=2
(5%)

Data management LCDH); n=7 (18%)

- History of producing safe health products (Pre-

- Privacy and security (Pre-Cert, MedAd-AppQ , Enlight ,
APA, CLIQ, LCDH, NICE BCG, MARS, NICE ESF, RACE,
EUNetHTA, EVALAPPS); n=26 (65%)

- Data integration and interoperability (APA, A-MARS );
n=7 (18%) <:

Cert); n=1(3%)

Design

- Usability (Enlight, APA, BIT, AQEL, CLIQ, IOM, NICE BCG,
RACE, EUNetHTA, EVALAPPS); n=27 (68%)

- Visual design (Enlight, MARS, A-MARS); n=12 (30%)

- Timeliness (IOM, A-MARS ); n=4 (10%)

Technical Assessment Criteria

The technical assessment criteriawere grouped into 5 clusters:
technical aspects, functionality, content, data management, and
design. The technica aspects cluster includes technical
reliability and stability (BIT, MARS, A-MARS, NICE ESF,
and EUNetHTA; 14/40, 35%), which typically refer to the
system quality of the tool from a technical perspective and
potential technical issues (eg, errors, freezing, and response
time of the application); training and documentation (REP,
TEACH-apps, NICE BCG, and EUNetHTA; 5/40, 12%), such
as the availability of material and assistance for end users to
ensuretheir comfort with basic competencies and skills needed
to use the tool effectively (eg, in the form of training material,
videos, or documentation); support and help resources (REP,
TEACH-apps, and A-MARS; 4/40, 10%), usually referring to
the ease with which help or support can be accessed viathetool;
and feedback mechanisms (2/40, 5%), meaning the possibility
to provide instant feedback through the tool (eg, provider
messaging).

The functionality cluster includes feature definition, attributes,
functionality, purpose, and user requirements (NICE BCG,
RACE, TEACH-apps, AQEL, MARS, A-MARS, EUNetHTA,
and EVALAPPS; 18/40, 45%), defined as the presence of
well-defined features, purpose clarity and expected use, what
symptoms or health issues are addressed, and whether the
features match end-user requirements; feature useful ness, utility,
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and relevance (MedAd-AppQ, Enlight, AQEL, A-MARS, NICE
ESF, and EVALAPPS; 15/40, 38%), meaning appropriate and
relevant features to meet the clinical aim, the right mix of ability
and motivation, and meeting the intended purpose; and feature
convenience (MedAd-AppQ; 3/40, 8%), which typically assesses
how convenient or bothersome some of the features are, such
as reminders, push notifications, and daily prompts.

The content cluster includes content quality (Enlight, AQEL,
CLIQ,MARS, A-MARS, and EVALAPPS; 17/40, 42%), which
assesses the quality of the health-related content (accuracy,
completeness, consistency, and timeliness); content credibility
(Enlight, APA, CLIQ, MARS, A-MARS, and NICE ESF; 15/40,
38%), which looks into content source credibility (eg, the
WHO), advisory support, third-party verification, or the level
of clinicians' involvement in the tool’s content devel opment;
and content validity and reliability (MedAd-AppQ, NICE ESF,
and EVALAPPS; 10/40, 25%), typically defined as the extent
to which a tool’s contents are relevant to the underlying
construct and likely to be effective in achieving a particular
intervention purpose in a specific intended population.

The datamanagement cluster includes data privacy and security
(FDA precertification program [Pre-Cert], MedAd-AppQ,
Enlight, APA, CLIQ, LCDH, NICE BCG, MARS, NICE ESF,
RACE, EUNetHTA, and EVALAPPS; 26/40, 65%)—which
assess the cybersecurity responsibility, presence of disclaimers,
informed consent, and privacy policy and whether the treatment
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of any data is compatible with the Patient Data Act, Personal
Data Act, and other applicable privacy laws—and data
integration and interoperability (APA and A-MARS, 7/40, 18%),
which evaluate the tool’s ability to exchange information with
and use information from other health technologies (eg,
electronic health records) and users' ability to smoothly move
across different platforms.

The design cluster includes the tool’s usability (Enlight, APA,
BIT, AQEL, CLIQ, IOM, NICE BCG, RACE, EUNetHTA,
and EVALAPPS; 27/40, 68%), which assesses user experience,
navigation, learnability, and ease of use; visual design (Enlight,
MARS, and A-MARS; 12/40, 30%), which evaluates esthetics,
layout, size, pop-up windows and flash images, visua appeal,
and consistency of the theme throughout the tool; and timeliness
(IOM and A-MARS; 4/40, 10%), typically defined asthe ability
tousethetool inreal time (ie, rea-time datatracking), reducing
waits and sometimes harmful delaysfor both those who receive
and those who provide care.

Social Assessment Criteria

The social assessment criteria were grouped into 4 clusters:
human centricity, health outcomes, visible popularity metrics,
and socia aspects. The human centricity cluster includes user
engagement, customizability, tailoring, and user control (Enlight,
REP, TEACH-apps, NICE BCG, MARS, A-MARS, and RACE;
17/40, 42%), meaning the tool’s interactivity and the ability to
enable customization, collaboration, participation, information
sharing, and decision-making in one's own health as well as
evidence for collaboration with users; behavior change and
persuasiveness (Enlight, AQEL, NICE BCG, NICE ESF, and
RACE; 14/40, 35%), which assess whether the tool reflects a
persuasive design that aims to understand what influences
people's behavior and decision-making and then uses this
information to design compelling user interactions (call for
action, load reduction of activities, therapeutic rationale and
pathway, rewards, rea data-driven and adaptive, and ongoing
feedback); equity, accessibility, and inclusiveness (IOM, MARS,
A-MARS, NICE ESF, and EUNetHTA; 10/40, 25%), which
look into whether the tool supports providing care that takes
the user context into account and does not vary in quality
because of personal characteristics such as gender, ethnicity,
geographic location, and socioeconomic status (eg, tools that
are accessible to vulnerable populations such as people with
disahilities, patients with chronic diseases, patientswith mental
illnesses, pediatric patients, maternity patients, and older adults);
and therapeutic aliance (Enlight and APA; 3/40, 8%), defined
asthetool’s ability to foster interaction between clinicians and
their patients.

The hedth outcomes cluster includes hedth benefits and
effectiveness (ISAT, RE-AIM, TEACH-apps, IOM, NICE BCG,
NICE ESF, and EUNetHTA; 15/40, 38%), which typicaly
assess evidence of effectiveness of the new technology in
producing health benefits in a real-world setting, also referred
to asred-world evidence; patient safety (Pre-Cert, LCDH, IOM,
MARS, NICE ESF, and EUNetHTA; 15/40, 38%), which looks
into the ability of an eHealth tool to handle “dangerous’
information entered by a patient and avoid safety risks to
patientsfrom the carethat isintended to help them; and evidence
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base (Enlight, APA, A-MARS, NICE ESF, RACE, and LCDH,;
11/40, 28%), which reflects the presence of solid scientific
evidence supporting the tool’s health claims (eg, published
research and randomized controlled trials).

The visible popularity metrics cluster includes ratings and user
satisfaction (TEACH-apps, MARS, and NICE ESF; 12/40,
30%), which reflect users perceived value through users
reviews and ratings (as a proxy for quality, usefulness, or
acceptability and popularity). Finally, the social aspects cluster
includes social influence and endorsement (EUNetHTA and
LCDH; 7/40, 18%), which assess the possibilities for peer
support, social networking, information sharing, and
endorsement by health care professionals.

Organizational Assessment Criteria

The organizational assessment criteria were grouped into 4
clusters: sustainability and scalability, health care organization,
health care context, and developer. The sustainability and
scalability cluster includes cost-effectiveness (ISAT, RE-AIM,
APA, BIT, IOM, NICE ESF, and EUNetHTA; 17/40, 42%),
which evaluates the balance between the costs and benefits
arising from the tool’s use. Thisrefersto thetool’s direct costs
(eg, purchase price, subscription, and licensing) but may also
include costs associated with the tool’s selection, staff training,
setting up support mechanisms, and appropriate governance.
This cluster also includes maintenance (ISAT, RE-AIM, REP,
TEACH-apps, BIT, and CLIQ; 13/40, 32%), which assesses
the commitment of the devel opersto maintaining their products
inthelong term by conducting periodi c updates and maintenance
(from both technical and content perspectives); adoption and
fidelity (ISAT, RE-AIM, BIT, NICE ESF, EUN&tHTA, and
RACE; 8/40, 20%), which look into the tool’s adoption rates,
acceptability, and desirability as well as its integration into
clinical practice, system use, and adherence; and availability
(EVALAPPS; 2/40, 5%), which evaluates the guarantee of
accessto thetool and its data at any time and its availability on
different operating systems (eg, Android and iOS).

The health care organization cluster includes implementation
(RE-AIM and TEACH-apps; 4/40, 10%), which assesses the
extent to which the intervention was delivered as intended (eg,
feasibility of delivering all components of an intervention at a
predetermined date and time); workforce and resources (ISAT
and EUNetHTA; 3/40, 8%), which assesstheworkforcerequired
to scale up the tool and the implications for care processes and
care management; and infrastructure (ISAT and EUNetHTA;
3/40, 8%), which assesses the readiness of the necessary
infrastructure for the tool’s implementation. The health care
context cluster includes strategic, political, and environmental
contexts (ISAT, TEACH-apps, and REP; 3/40, 8%) and
evaluates how favorable are the preconditions (strategic,
political, and environmental contexts) that influence the scaling
up of theeHealth toal, for example, theintervention’s suitability
to the socioeconomic context in question, considerations of
foreign languages that the tool needs to support, literacy level,
and the local regulatory environment.

The developer cluster includes the transparency and credibility
of the tool’s developer (APA, Pre-Cert, and MedAd-AppQ;
11/40, 28%), which look into the availability of information
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and credentials of the individuals and organizations involved
in the development and funding of the tool; compliance and
accountability (Pre-Cert and EUNetHTA; 7/40, 18%), which
assess the developer’s ethical conduct, clinical responsibility,
and respect for the rules and regulations protecting patients
rights and societal interests; proactivity and interaction quality
(Pre-Cert; 2/40, 5%), which evaluate the interaction quality
between the provider and the users, including responsiveness,
after-sales services, and customer orientation as well as the
demonstration of excellence in a proactive approach to the
assessment of user needs and continuous learning; and, finally,

Figure 4. Challenges facing eHealth assessment efforts.
The multitude of assessment frameworks and the

heterogeneous methodologies used are barriers to
comparability and standardization

without granular guidance on how to use and

Many of the existing initiatives are conceptual
apply them in day-to-day decision-making

D

Some existing frameworks are
criticized for overlooking important
assessment criteria

leteness

Criteria
Ccomp

The requlatory landscape is complex,
scattered, and not free of shortcomings
and gray areas

The validity and reliability of existing tools has
not always been rigorously tested

Comparability

The multitude of frameworks and initiatives attempting to
address the topic of eHealth tool assessment shows the lack of
standardization in this field and adds another challenge for the
relevant stakeholders as they are faced with proliferating
approaches and not knowing which assessment tool to use or
how best to useit [98,99]. Thediversity of assessment methods
sometimes results in a lack of clarity or comparability
[20,30,32,35,36,39]; furthermore, this scattered landscape also
signals the lack of generalizability and standardization in this
field of research [32]. Moreover, assessment and data collection
methods vary widely between the different initiatives (eg,
self-reported vs objective measures and qualitative vs
guantitative assessment) [34,37,39,50,98-100].

Practicability

In many cases, there is limited information and methods
describing how to redlistically assess and evaluate these tools
in practice [19,33]; many of the existing initiatives are
conceptual without granular guidance on how to use and apply
them in day-to-day decision-making [37,56,59,82]. For instance,
the work by Kloc et al [101] compared the English NICE ESF
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the history of producing safe health products (Pre-Cert; 1/40,
2%), which assesses whether the developer has successfully

delivered safe health productsin the past.

Discussion

A Scattered and Fragmented L andscape

Although there are variousinitiatives working on finding ways
to assessthe quality of eHealth tools, these effortsface multiple
challenges, as shown in the overview in Figure 4.

eHealth interventions are highly contextual, making
it crucial to take the implementation context and use
cases into account

Con

te'\'!‘u
1104

developer transparency and availability of

Proper assessment is mostly dependent on
information, which is not always the case

Although most assessment criteria are

objective, some of the criteria that are

most relevant for user engagement are
subjective (eg, ease of use)

Sainsea
3A1123[qnS

Assessor profiles are not always diverse
enough to reflect the views of all relevant
stakeholders

Most frameworks focus on tools that are fully
operational, not those that are still under
development

for digital health technol ogies and the French National Authority
for Health guide on the assessment of connected medical device
guidelines and concluded that the guidelines do not aways
clearly describe the assessment process or the specific criteria
determining the decision. Correspondingly, Bradway et al [99]
suggested that users should be provided with guidance and
educational resources on how to perform a proper assessment.

Criteria Completeness

Moreover, research has shown that some of the existing
initiatives sometimes overlook important assessment criteria,
resulting inincomplete or i ssue-specific assessment formworks
[32,35,36,51,99].

Regulatory Complexity

Thelack of regulatory clarity and the absence of ingtitutionalized
quality controls in many countries make a comprehensive
definition of the assessment criteria more challenging
[15,41-43,53]. Moreover, there are some shortcomings with
some of the current certification labels, as highlighted by
Bradway et al [99], who pointed out that, even though common
labels may categorize a tool as a medical device, it may still
include the warning in fine print that it is intended for
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entertainment only, showing a lack of accountability and
creating confusion on the users' side. There are also many gray
areas in existing regulatory oversight efforts; for instance, the
US FDA applies regulatory oversight only to a small subset of
toolsthat qualify as medical devicesand potentially pose arisk
to patient safety [9,102]. The European regulatory system offers
another model in which each member state can file an approval
application for a high-risk medical device and obtain a
Conformité Européenne mark. However, although Conformité
Européenne marks indicate that these tools are compliant with
European legidlation, the tools only need to demonstrate safety
and performance but not clinical efficacy [102]. Theseregulatory
gaps mean that the safety, efficacy, and ethical compliance of
certified eHealth tool s cannot be guaranteed, posing a potential
threat to patients' safety [103].

Validation

Furthermore, the validity and reliability of the existing
assessment tools and frameworks have not always been
rigorously tested [17,50,56]; such validation efforts are key to
ensure assessment processes that reflect the real-world needs
of the different stakeholders in the health care ecosystem [17].

Contextuality

Relatedly, eHealth interventions are highly contextual, making
it crucial to consider the implementation context and use cases,
but the varying contexts and use cases makeit quite challenging
to find a standardized and generalizable way to assess them
[15,17,18,100].

Information Availability

Proper assessment is mostly dependent on developer
transparency and the availability of information, which is
unfortunately not always the case, making it quite challenging
to address the questions needed to accurately assess the quality
and impact of an eHealth tool [9,98]. Concerningly, a previous
study showed that, in a sample of 52 eHealth tools, 63.5% of
the providers gave no information about the tool itself, 67.3%
did not provide information about the credentias of the
developers or consultants, and only 4% provided information
supporting the tool’s efficacy [104].

Subjective Measures

Although most assessment criteria are objective, some of the
criteria that are most relevant for user engagement are
subjective, as pointed out by Lagan et a [98], limiting the
standardization of the assessment outcome. For example, given
the importance of user engagement for the success of eHealth
tools [23,24,105,106], it would still be crucia to include
assessment criteria that reflect key user engagement and
adoption drivers such as ease of use and visual appeal
[23,24,63,107].

Assessor Diversity

In addition, as Bradway et a [99] noted, some assessment
initiatives do not involve or even inform al the relevant
stakehol ders of assessment results, establishing the importance
of involving diverse assessor profiles, including the tools
developers themselves.
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Tool’'s Life Cycle

Finally, most existing assessment frameworks focus only on
eHealth tools that are fully operational within the market and
do not necessarily tackle those that are still under devel opment
or have not been implemented yet [99]. One of the few
assessment frameworks that ook into specific criteria for the
different phases of the development and implementation cycle
isthe framework for the design and evaluation of digital health
interventions developed by Kowatsch et al [108] categorizing
the assessment criteriaaccording to the phase in which the tool
is in terms of preparation, optimization, evaluation, and
implementation.

It is worth noting that most national initiatives are also till in
their infancy and facing several teething problems, which shows
that these frameworks have not reached a high enough maturity
level yet. For instance, even though Germany became the first
country worldwideto approve certain eHealth tools, referred to
as Digitale Gesundheitsanwendungen (DiGA) in German,
meaning digital health applications, for prescription with costs
covered by standard statutory health insurance, research has
shown that clinicians' adoption rates of thisoption are still rather
low [109]. Similarly, the FDA has recently announced that its
Pre-Cert program, which focuses on medical technology
providers and their internal processes rather than on individual
devices and apps, is still not ready to go beyond the pilot phase
[110,111]. In addition, Alon et a [15] stated that they were
unable to identify a standard measure that differentiated the
tools requiring regulatory review from those that did not when
they assessed the Pre-Cert program.

Despite these challenges, efforts to harmonize and standardize
assessment approaches are ongoing. For exampl e, the European
Committeefor Standardization (CEN) International Organization
for Standardization (1SO) technical specification for the quality
and reliability of health and wellness apps (CEN ISO/TS
82304-2), published in 2021, provides quality requirementsfor
health apps and defines a health app quality label to visuaize
the quality and reliability of these apps [112]. Horizon Europe
project “Label2Enable’ involves 14 organizations from 7
countries (Belgium, Croatia, Germany, Italy, Lithuania, the
Netherlands, and Spain) that have joined forces to promote the
CEN ISO/TS 82304-2 health app assessment framework and
label in Europe[113].

TheReevance of a Sociotechnical Approach toeHealth
Assessment

Degspite the multitude of initiatives attempting to address this
topic, it remains that there are multiple challenges to be
addressed. It is also clear that developing a comprehensive
assessment criteria framework for eHealth will be challenging
owing to its multidimensional nature [19,41-43]. The findings
from this systematic review show that there is no single
framework that is used uniformly to evaluate the different
assessment criteriaof eHealth tools. However, it isworth noting
that, despite their different contexts and the different disease
conditionsthey addressed, there was substantial overlap among
theframeworks. Neverthel ess, although these initiatives attempt
to provide relevant information on the quality of eHealth tools,
they are not always able to address all stakeholder issues, and
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although most criteria can be related to one framework or
another, no framework seems to cover all relevant criteria
without being extended.

We propose an aggregated framework adopting a sociotechnical
approach to eHealth evaluation balancing the technical, social,
and organizational assessment criteria. This aggregated
framework considers all the criteria appearing in the included
studies and classifies them according to the sociotechnical
framework; this aggregation should help overcome some of the

Jacob et al

that health care technology cannot be successfully implemented
and scaled in isolation from the broader organizationa and
social contextsin which it isbeing used and that, therefore, we
need to use frameworksthat consider implementation challenges
in light of the complexity of the sociotechnical structure and
interplay between the technical, social, and organizational
aspects. Figure 5 summarizes our proposed aggregated
framework that considersall the criteriacovered in theincluded
studies, classifying them according to the sociotechnical
framework. The arrowsin the figure indicate the continuity and

identified challenges with current efforts, namely, incomplete

ent measures [114]. Our approach also acknowledges interconnectedness between the social, organizational, and

technical criteria.

Figure5. Sociotechnical framework to assess the quality and impact of eHealth tools.
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existing initiatives and frameworks [51]. For instance, the only
assessment criteria that were reflected in more than half of the
included studieswerethetools usability (27/40, 68%) and data

Technical assessment criteriaare the foundation for the viability
of any eHealth solution and for it to be considered at all by
potential users; without this foundation, a tool would not

properly meet the basic requirements for success. Thisis most
likely why technical aspects have mostly been the focus of

https://humanfactors,jmir.org/2023/1/e45143

XSL-FO

RenderX

privacy and security (26/40, 65%), highlighting the current
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giving enough weight to social and organizational assessment
measures, as demonstrated in our previousdiscussion. Thiswas
similarly highlighted by Lagan et a [98], who pointed out the
rising popularity of data privacy criteria in assessment
frameworksin recent years.

Ensuring a high level of technical performance and offering
well-defined and useful functionalities and features as well as
credible, valid, and reliable content; proper data management
strategies; and a superior user experience are the basics that
every eHealth tool must meet for it to be considered by the
relevant users. Even though feature usefulness may seem like
an intuitive and basic requirement for the success of any eHealth
technology, Singh et al [54] reported that their evaluation of
143 tool stargeting patientswho have high needsand incur high
health care costs showed that only a minority of these tools
appeared likely to be useful to patients.

It is aso worth noting that, although data integration and
interoperability were only mentioned in 18% (7/40) of the
included studies, previous studies have shown that this is an
important user requirement. User adoption research has shown
that interoperability issuescan raise clear concernswhen eHealth
tools cannot be integrated into the hospital’s or clinic’s current
systems or when there are limitations in data integration and
exchange [23,63]. This technical criterion closely affects and
isaffected by the organizational criteriarelated to infrastructure
and implementation. It isalso closely related to the sustainability
and scalability organizational criteria, showing the
interconnectedness between these elements that contribute to
the potential success of a given eHealth tool.

The inclusion of organizational assessment criteria may help
address a key challenge with current efforts related to the
importance of the contextuality of eHealth tools as these
technologies are not used in isolation of the heath care
ecosystem; therefore, aproper assessment of the potential impact
of these tools should consider the specific context. Health care
technol ogies are generally more complex than toolsthat address
individual user needs as they usually support patients with
comorbidities who are typically treated by multidisciplinary
teams that might even work in different health care
organizations, hence the importance of contextua and
organizational aspects to assess the potential impact of these
novel solutions. Context-specific  criteria  such as
implementation, workforce and resources, infrastructure, and
the overall headth care context do not seem to be fairly
represented in the current assessment initiatives. Our analysis
showed that only 10% (4/40) of the included studies
encompassed implementation criteria, and only 8% (3/40)
looked into the required infrastructure, workforce, and resources
as well as social, political, and environmental contexts. This
results in situations where atool may be of good quality when
assessed in isolation but might not have the desired impact in
a real-life scenario because of contextual criteria that do not
necessarily allow it to be successfully implemented or scaled
if not properly evaluated.

To put things into perspective, it is important to consider the
factors affecting user adoption when ng potential eHealth
toolsto avoid situations where atool may be of good quality in
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isolation of its context but not a good fit when rolled out in a
real-life setting. A comprehensive systematic review that looked
into the factors affecting clinician adoption of eHealth toolsin
171 published studies indicated that organizational factors,
especially workflow-related factors such asimplicationsfor the
workload and workflow, the infrastructure required for the
implementation, and the wider health care context such aslocal
regulations, are crucial for clinician adoption [23,63], showing
some disconnect between the focus of the current assessment
efforts and what it takes for a tool to be successfully adopted
by itsintended usersin areal-life context.

Even though the availability of information is one of the
challengesfacing current initiatives, as explained in the previous
section, lessthan one-third (11/40, 28%) of theincluded studies
incorporated organizational assessment criteria regarding the
developers' transparency and credibility. Our approach proposes
the inclusion of developer-related criteria by evaluating the
developers transparency and credibility, compliance and
accountability, proactivity and interaction quality, and history
of producing safe tools to help overcome this challenge and
entice tool providers to transparently communicate the
information needed for their very own assessment.

Hence, the overall organizational assessment criteria should
comprise criteria regarding the sustainability and scalability of
thetool (cost-effectiveness, maintenance, adoption and fidelity,
and availability); criteriarelated to health care organizationsin
the specific context being assessed (implementation, workforce
and resources, and infrastructure); criteria related to the wider
health care context, such as local regulations and certification
requirements; and criteria to assess the developers’ credibility,
compliance, and interaction quality.

We equally advocate for the importance of the inclusion of
relevant social assessment criteria that evaluate the potential
societal impact of these tools. Notably, even though many
frameworks included usability in general as an assessment
criterion, more than half (23/40, 58%) of the included studies
did not specifically address human centricity through active
user engagement and behavior change strategies. This is
concerning considering the lack of reliable evidence regarding
the ability of most commercially available eHealth tools to
induce lasting behavior change [99,115]. Proper user
engagement and effective behavior change design strategies
may help address issues reported in previous studies that
established that only a small fraction of patients kept using
eHealth toolsin thelong term and that up to 80% of userswould
only show minimal engagement, using the tools <2 times
[116,117]. Another study conducted on alarge real-world cohort
of 189,770 people reported that only 2.6% of the people who
downloaded an eHedlth tool sustained its active use [118],
concluding that the impact of such tools may remain minimal
if they fail to properly engage patients, making this a vital
assessment criterion. Although developers seem to pay less
attention to behavior maintenance than to initiation and evidence
for collaboration with users or professionals is mostly lacking,
as reported by McMillan et a [48], promisingly, Baumel et al
[31] noted some advancements made in recent years as
human-centric criteria related to persuasive design and
therapeutic alliance gain moreimportance. Thissocial criterion
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closely affects and is affected by the technical criteria related
to atool’s design and usability.

Nonetheless, 75% (30/40) of the included studies failed to
address some core socia principles, such as the equity,
accessibility, and inclusiveness of the tools being assessed,
overlooking the vital societal impact of such criteria. We
highlight the importance of the inclusion of these measures as
inclusive design principles may help developers address the
needs of the most susceptible patient popul ations who may not
be engaging with such technologies owing to their age,
health-related physical and cognitive challenges, educational
level, socioeconomic status, or technological skills and
experience [24]. Designing for inclusivity does not ignore the
unique features, environments, and cultural contexts of users,
many aspects of the digital divide may be addressed through
an inclusive design that incorporates cultural appropriateness,
easy-to-understand lay language that does not require high
literacy levels, and ease of use that does not require any
sophisticated technical skills[24]. Unfortunately, equity seems
to be one of the less frequently observed criteria in eHealth
tools, as equally reported by Lee et al [46] and confirmed by
our findings. Assessing such criteriawould increase the chances
of having toolsthat are designed in away that makesthem more
accessible to the very patients who need them the most.

Surprisingly, lessthan 40% (15/40, 38%) of theincluded studies
considered criteria related to health outcomes, such as health
benefits and effectiveness, patient safety, and evidence base.
Thismay affect the societal impact of thesetoolsif not assessed
when determining a specific tool’s potential impact on health,
which is supposed to be the main reason why people use these
tools, especially when previous studies have indicated that the
clinical benefit of many of these tools is quite limited or
insufficient, as reported by Huckvale et a [91]. This social
criterion is closely affected by the technical criteria related to
atool’s features and content.

Generally, comprehensive social assessment criteria according
to our findings should encompass human centricity (by ng
user engagement, customizability, behavior change strategies,
the tool’s inclusiveness, and its impact on the therapeutic
aliance), health outcomes (by assessing health benefits and
effectiveness, patient safety, and evidence base), visible
popularity metrics such astool ratings and user satisfaction, and
other influential aspects such as socia influence and
endorsement.

Limitations and Future Research

This study contributes to the understanding of the different
criteria used to assess the quality and impact of eHealth tools;
however, some limitations must be acknowledged. Thisreview
may not have included relevant studies that were not indexed
in the searched databases or were written in a language other
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than English aswell as gray literature searches that could have
also allowed for theidentification of additional relevant insights.
However, this study focused on peer-reviewed scientific papers.
In addition, thisanalysis only considered published studies, and
no further contact was made with the authors of the papers to
obtain additional information or validate our thematic analysis.
We also did not include articles based on manual searches of
reference lists to avoid a biased sample of studies given that
positive studies are more likely to be cited. Consequently, it is
possiblethat other frameworks, initiatives, or assessment criteria
were missed.

Future work could include studies in other languagesto gain a
better grasp of any interregional or intercultural differences.
The authors also intend to build on this review by conducting
another study to critically apply, reflect, validate, and revise the
criteria aggregated in this study with the relevant stakehol ders
and cocreate accessible and easy-to-use tools with practice
experts that may support them in their eHealth assessment
decisions.

Conclusions

Thefindings from this systematic review demonstrate that there
is no single framework that is used uniformly to assess the
quality and impact of eHealth tools. Current assessment efforts
face some core challenges, such as the lack of comparability
and practicability, gapsin criteriacompl eteness of theindividual
frameworks, regulatory complexity, issues with the validation
of existing frameworks, the contextuality of eHealth tools, the
availability of theinformation necessary for the assessment, the
need to include subjective measures, and the lack of assessor
diversity in many cases. This review also highlights the need
for a more comprehensive approach that balances the social,
organizational, and technical assessment criteriain away that
reflects the complexity and interdependence of the health care
ecosystem and is aligned with the factors affecting users
adoption to ensure uptake and adherence in the long term.

Our proposed framework aggregates and expands the criteria
appearing in the included studies and classifies them according
to the sociotechnical framework, acknowledging that health
care technol ogies cannot be successfully implemented and scaled
inisolation from the broader organizational and social contexts
inwhich they are being used and that, therefore, we need to use
frameworks that consider implementation challenges in light
of the complexity of the sociotechnical structure and interplay
between the technical, social, and organizational aspects. More
efforts are needed to find ways to overcome the identified
challenges and validate the aggregated framework resulting
from this study with the relevant stakeholders to ensure its
pertinence and help make it more usable and accessible to
potential assessors to support a more comprehensive process
of evaluating the quality and impact of eHealth technologies.
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