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Abstract

Background: Physicians and patient-facing caregivers have increasingly used mobile health (mHealth) technologies in the past
several years, accelerating during the COVID-19 pandemic. However, barriers and feedback surrounding adoption remain relatively
understudied and varied across health systems, particularly in rural areas.

Objective: This study aims to identify provider adoption, attitudes, and barriers toward mHealth in a large, multisite, rural US
health care system. We investigated (1) mHealth apps that providers use for their own benefit and (2) mHealth apps that a provider
uses in conjunction with a patient.

Methods: We surveyed all patient-seeing providers within the Marshfield Clinic Health System with a brief, 16-item, web-based
survey assessing attitudes toward mHealth, adoption of these technologies, and perceived barriers faced by providers, their peers,
and the institution. Survey results were summarized via descriptive statistics, with log-binomial regression and accompanying
pairwise analyses, using Kruskal-Wallis and Jonckheere-Terpstra tests for significance, respectively. Respondents were grouped
by reported clinical role and specialty.

Results: We received a 38% (n/N=916/2410) response rate, with 60.7% (n=556) of those sufficiently complete for analyses.
Roughly 54.1% (n=301) of respondents reported mHealth use, primarily around decision-making and supplemental information,
with use differing based on provider role and years of experience. Self-reported barriers to using mHealth included a lack of
knowledge and time to study mHealth technologies. Providers also reported concerns about patients’ internet access and the
complexity of mHealth apps to adequately use mHealth technologies. Providers believed the health system’s barriers were largely
privacy, confidentiality, and legal review concerns.

Conclusions: These findings echo similar studies in other health systems, surrounding providers’ lack of time and concerns
over privacy and confidentiality of patient data. Providers emphasized concerns over the complexity of these technologies for
their patients and concerns over patients’ internet access to fully use mHealth in their delivery of care.
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Introduction

Increased technological and medical advancements have
naturally led to the intersection of these 2 fields of study,
commonly known as mobile health (mHealth) [1]. mHealth has
been defined as “mobile computing, medical sensor, and
communication technologies for healthcare” and has seen
increasing adoption in recent years, particularly following the
shift to virtual health delivery during the COVID-19 pandemic
[1-3]. However, given privacy concerns, institutional hesitancy,
and the wide array of programs and devices available, adoption
and use of mHealth have been mixed [4].

The 2 prevailing mobile platforms include Android and iOS,
which collectively comprise more than 99% of mobile use today
on phones, tablets, and wearable devices [5]. Traditionally, the
development of mobile apps required maintaining separate
codebases and expertise per platform. Advances in web
technologies, coupled with the establishment of these 2 universal
operating systems, have ushered in new and dynamically
evolving cross-platform solutions. Vastly expanded broadband
cellular networks have simultaneously led to a surge in mobile
accessibility, with 95% of the globe reaching 3G coverage as
of 2022 and 80% obtaining 4G or faster speeds, including
throughout rural regions [6].

To streamline development resources while maximizing user
reach, cross-platform frameworks have become dominant across
all sectors of mobile apps, including mHealth [7]. These libraries
leverage existing technologies, often derivatives of web
languages such as HTML, cascading style sheets, and JavaScript,
while seamlessly interfacing with the native capabilities of each
platform. Two of the most popular architectures for modern
cross-platform apps include React Native (Meta Platforms) and
Flutter (Google) [8]. Similarly, 2 popular hybrid solutions
include Cordova and Capacitor, which can efficiently embed
existing websites into native web views to achieve familiar
native app behavior.

Emerging app-connected wearables—smartwatches, eyewear,
earwear, and clothing—synergize with cross-platform apps to
offer new ways of interacting with consumers and patients.
Adaptation of wearable technologies has boomed in recent years,
with a projected 1 billion circulated wearables in 2022 compared
with 325 million in 2016 [9]. Android and iOS smartwatches
offer core health initiatives, with sensors and apps that can
automatically analyze heart health, blood oxygen, sleep cycles,
and fitness. This innovation is rapidly superseding traditional
life alert functionality with recent developments including fall
detection, automatic location-aware emergency dialing,
predictive warnings of heart arrhythmia, and reported seamless
syncing of medical records [10].

Many promising new use cases of wearable tech in the mHealth
industry are emerging after years of research and pilot studies.
For example, after 12 years of testing, Apple has proofed a
noninvasive continuous blood glucose monitor system that uses
silicon photonics and optical spectroscopy, which is expected
to be miniaturized into a common watch-sized wearable within
3 years for consumer use [11]. Manufacturers have also
continued exploring augmented reality medical applications for

eyewear and are working on adaptive lens adjustment
technologies, which would dynamically adjust to one’s eyesight
with no prescription lens required. Other types of wearable
devices are continuously being tested, including ones that can
monitor saliva or tear gland fluids to detect eye or oral diseases,
among other medical conditions [12].

These advances in technologies and applications have moved
at incredible speeds, most often ahead of health systems’ and
providers’ organizational abilities or individual preparedness
to adopt, test, and implement for their own use or use with
patients. Nonetheless, health care providers can and do leverage
available advances in medical technologies for the benefit of
the patient, and we would fully expect that mHealth apps and
wearable technologies are no exception.

To better understand the current environment of mHealth
adoption and barriers among rural providers and patients, we
sought to further explore two key topics in this study: (1) apps
that providers use for their own benefit and (2) apps that a
provider uses in conjunction with a patient.

Khatun et al originally described a conceptual model for mhealth
readiness through the lens of a health workforce in rural
Bangladesh [13]. The model was later advanced and refined by
Weichelt et al in 2019, furthering discussions of the interplay
of rural patients, clinicians, and their organizations in mHealth
adoption [14,15]. This prior research found that the organization
plays a role in impacting providers’ and patients’ adoption of
mHealth; however, we need to first gain a deeper understanding
of providers’ current levels of adoption and familiarity and
awareness with these new technologies.

This line of research, beginning with an assessment and
inventory of mHealth adoption, is essential for the future of
health care delivery. Marshfield Clinic Health System (MCHS)
is a predominantly rural health system with patients scattered
across northern Wisconsin, the Upper Peninsula of Michigan,
and beyond [16]. While well positioned to test and deploy new
and innovative technologies in the broad field of mHealth,
leadership first needs to gain a deeper understanding of the
system’s provider and patient needs, desires, and current use.
Therefore, we conducted a survey of all patient-seeing providers
within MCHS to identify mHealth adoption, attitudes, and
perceived barriers to use.

Methods

Data Collection
In July of 2020, we emailed a survey to 2410 MCHS providers
via an information systems–supplied “MCHS Providers” email
list. The survey was designed to assess providers’ motivators
and barriers to the adoption of mHealth technologies in patient
care. The survey was open and available from July 21 to August
31 (6 weeks), with 2 reminders sent every 2 weeks.

Instrument design and line of inquiry leveraged previous work
by this research team, including the previously published
conceptual model for assessing necessary conditions for rural
health care’s mHealth readiness, with an emphasis on
clinician-perceived barriers. Providers were asked about
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mHealth use, both personal and with patients, as well as
personal, perceived colleague, patient, and institutional barriers
to mHealth adoption. Providers were also asked about the
perceived COVID-19 impact on mHealth use and anticipated
future mHealth use after the pandemic subsided.

Incentives
Participants were presented with the option of selecting one of
five local nonprofits to receive a US $10 donation for their
voluntary participation in the survey. We distributed our full
budgeted allotment of US $2800 as chosen by the research
participants. No other incentives were offered during the study.

Ethical Considerations
The project submission was evaluated by the Marshfield Clinic
institutional review board. It was determined that the activity
as described does not meet the definition of human participant
research, and no further institutional review board action was
needed.

Analyses
Due to the small number of responses in some niche roles and
specialties, participants’ roles were grouped into 2 categories
based on education and degree level (Figure 1). Provider
specialty was also compartmentalized into 9 categories,
mirroring the distribution of specialties across MCHS.

Figure 1. Grouping of provider roles. RDN: Registered Dietitian Nutritionist; RN: registered nurse.

We used log-binomial regression to analyze survey questions
with dichotomous (yes or no) responses [17]. Specifically, we
fit univariable models where the dependent variable was the
dichotomous response and the independent variable was either
provider role, provider specialty, or number of years in practice
(7 categories: 0-5, 6-10, 11-15, 16-20, 21-25, 26-30, and >30
years). We assessed the overall statistical significance of the
independent variable and proceeded with pairwise comparisons
versus a referent category when warranted (ie, when the P value
for the overall effect was ≤.05). BS and MS-level providers,
family medicine, and 16-20 years in practice were the referent
categories in the calculations. Since provider roles had 2
categories, corresponding pairwise comparisons were
unnecessary (redundant).

A similar general strategy was used for Likert-scaled survey
questions (ie, assessment of the overall statistical significance
of the independent variable followed by pairwise comparisons
vs a referent category when warranted). The Kruskal-Wallis

test was used to evaluate overall significance and the
Jonckheere-Terpstra test for pairwise comparisons [18,19]. The
same independent variables were examined.

Results

Overview
We received a total of 916 responses (38% response rate), of
which 556 (60.7%) responses were sufficiently complete to be
included in the statistical analyses. Of these responses, 301
(54.1%) participants reported using health-related apps on their
phone or tablet. The most common purposes for these apps were
use as informational resources (234/301, 77.7%) and for
decision-making (180/301, 59.8%). Providers who used mHealth
with patients (202/556, 36.3%) reported doing so primarily for
exercise and activity monitoring (105/202, 52%), and enhancing
patients’experiences via the My Marshfield Clinic app (105/202,
52%), an in-house app that allows patients to schedule
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appointments, view lab results, message providers, etc. Those
who do not use health-related apps (255/556, 45.9%) stated
their primary reasons as inadequate information available on
the use of such apps (59/255, 23.1%), not having enough time
to use the apps (55/255, 21.6%), or being unsure of the
organization’s attitudes toward mHealth (59/255, 23.1%). The
most common barriers to mHealth adoption cited by providers
were a lack of both knowledge about mHealth technologies
(293/556, 52.7%) and time (201/556, 36.2%), as well as being
unsure of their patients’ access to reliable internet services
(171/556, 30.8%). These same concerns arose when we asked
respondents which barriers they thought other providers had
surrounding mHealth (319/556, 57.4%; 283/556, 50.9%; and
163/556, 29.3%). Perceived organizational barriers to clinicians
using mHealth in their practices were primarily concerns related
to confidentiality (313/556, 56.3%) and mHealth technologies
being too complicated for patients (288/556, 51.8%). Overall,
however, providers had a favorable view of mHealth, with a
majority stating they either intend to continue using mHealth
following the COVID-19 pandemic or would look further into
mHealth technologies.

Provider Demographics
We had a broad representation of specialties and experience
levels in our responses. The most common specialties were
family medicine, surgery, pediatrics, and physical and
occupational therapy. The survey respondents averaged 19 years
of experience practicing medicine.

Clinician Adoption
Clinician adoption of mHealth varied by role and specialty.
Doctoral-level providers reported higher mHealth use on their
own devices compared with other providers, with 65%
(n/N=154/237) and 46% (n/N=138/300) adoption (P<.001),
respectively. Among mHealth users, doctoral-level providers
used these apps as an informational resource at a higher rate
(131/154, 85.1% vs 98/138, 71%; P=.005). Compared with
midtenure providers (16-20 years of experience, 51/81, 63%
mHealth adoption), mHealth adoption levels were reported to
be lower among more experienced providers (34/72, 47.2% for
21-25 years of experience; 29/64, 45.3% for 26-30 years; and
43/84, 51.2% for >30 years), and similar among less experienced
providers (52/95, 54.7% for 0-5 years of experience; 43/73,
58.9% for 6-10 years; and 39/64, 60.9% for 11-15 years).
mHealth use with patients was similar between doctoral-level
and other providers (84/237, 35.4% vs 110/300, 36.7%; P=.77)
and across the range of years of experience (33/95, 34.7% for
0-5 years of experience; 27/73, 37% for 6-10 years; 22/64,
34.4% for 11-15 years; 29/81, 35.8% for 16-20 years; 34/72,
47.2% for 21-25 years; 24/64, 37.5% for 26-30 years; and 29/84,
34.5% for >30 years; P=.63). Notably, compared with family
medicine with 48.4% (n/N=31/64) mHealth use with patients,
3 specialties reported use of ≤30% (Cancer Care and Research,
6/27, 22.2%, P=.04 vs family medicine; Cardiology, 7/29,
24.1%, P=.05; Surgery, 14/60, 23.3%, P=.007), while psychiatry
and psychology reported 78.3% (n/N=18/23) adoption,
significantly higher than family medicine (P=.005). No
important differences in reported mHealth use with patients
were observed regarding diet and nutrition tracking, weight

management, dental reminders, direct communication with the
patient’s care team, and medication reminders. Not surprisingly,
psychiatry and psychology reported use of mHealth more
frequently for mood and depressive symptom monitoring (12/18,
66.7% vs ≤7% for all other specialties that responded to this
question [no responses in Cancer Care and Research,
Cardiology, OB/GYN, Physical and Occupational Therapy, and
Surgery; 1/24, 4.2% in Pediatrics; and 4/65, 6.2% in other
specialties], P=.001 vs family medicine, 2/31, 6.4%) and sleep
tracking (7/18, 38.9% vs ≤16.7% for all other specialties that
responded to this question [no responses in Cardiology,
OB/GYN and Physical and Occupational Therapy; 1/6, 16.7%
in Cancer Care and Research; 2/24, 8.3% in Pediatrics; 1/14,
7.1% in Surgery; and 4/65, 6.2% in other specialties], P=.02 vs
family medicine, 2/31, 6.4%). Physical and occupational
therapy, cardiology, and psychiatry and psychology reported
substantially higher mHealth use with patients for informational
and educational purposes (12/17, 70.6%; 4/7, 57.1%; and 10/18,
55.6%, with P=.002, .048, and .02 vs family medicine, 7/31,
22.6%).

Clinicians’ Perceived Barriers Category 1—Personal
(Clinician)
Overall, providers reported lack of knowledge about mHealth
technologies (293/556, 52.7% for themselves; 319/556, 57.4%
in their perceptions regarding other clinicians) and lack of time
(201/556, 36.2% and 283/556, 50.9%) as the primary personal
barriers. Insufficient levels of patient internet access were also
a commonly cited concern (171/556, 30.8% and 163/556,
29.3%). We found relatively few differences between provider
roles and specialties regarding personal barriers to mHealth
adoption. Doctoral-level providers cited a greater number of
financial barriers surrounding a lack of value in mHealth
technologies (29/237, 12.2% vs 12/300, 4%, P<.001 for
themselves; 44/237, 18.6% vs 26/300, 8.7%, P=.001 in their
perceptions regarding other clinicians), insufficient
reimbursement options (27/237, 11.4% vs 14/300, 4.7%; P=.005
for themselves), and mHealth technologies not being worth the
cost of adoption (22/237, 9.3% vs 7/300, 2.3%; P=.001 for
themselves). With respect to their perceptions regarding other
clinicians, cancer care and research providers reported a lack
of communication between providers at a substantially higher
rate than all other specialties (12/27, 44.4% vs 11.7%-33.3%
[5/29, 17.2% in Cardiology; 9/27, 33.3% in OB/GYN; 9/47,
19.1% in Pediatrics; 6/42, 14.3% in Physical and Occupational
Therapy; 5/23, 21.7% in Psychiatry and Psychology; 7/60,
11.7% in Surgery; and 45/214, 21% in other specialties] P=.02
vs family medicine [13/64, 20.3%]). Furthermore, regarding
their perceptions of other clinicians, OB and GYN and pediatrics
providers reported a lack of knowledge about mHealth
technologies at rates that exceeded all other specialties (21/27,
77.8% and 37/47, 78.7% vs 45%-71.4% [13/27, 48.1% in Cancer
Care and Research; 20/29, 69% in Cardiology; 30/42, 71.4%
in Physical and Occupational Therapy; 13/23, 56.5% in
Psychiatry and Psychology; 27/60, 45% in Surgery; and
110/214, 51.4% in other specialties], P=.03 and .01 vs family
medicine [36/64, 56.3%]). Interestingly, the only self-perceived
barrier that was modified by years of experience was the lack
of reliable internet access (P=.02 for the overall effect). With
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the exception of relatively new providers (0-5 years of
experience; 22/95, 23.2% of these providers reported this
concern), providers in age groups with ≤20 years of experience
(31/73, 42.5% with 6-10 years of experience; 24/64, 37.5% with
11-15 years; and 33/81, 40.7% with 16-20 years) reported higher
rates of this concern than those in age groups with >20 years
of experience (15/72, 20.8% with 21-25 years of experience;
18/64, 28.1% with 26-30 years; and 23/84, 27.4% with >30
years).

Clinicians’ Perceived Barriers Category 2—Patient
Survey respondents reported substantial perceived patient
concerns relating to mHealth technologies being too complicated
(371/556, 66.7%), lack of access to mHealth technologies
(327/556, 58.8%), poor delivery mechanisms (eg, cell service
or internet coverage, 252/556, 45.3%), and privacy concerns
(207/556, 37.2%). These perceptions did not differ meaningfully
by provider type, specialty, or years of experience, with the
exception that privacy concerns were more prevalent in
doctoral-level providers (105/237, 44.3% vs 93/300, 31%;
P=.002).

Clinicians’ Perceived Barriers Category
3—Organizational
The most prevalent organizational barriers perceived by
providers were concerns related to confidentiality (313/556,

56.3%) and that mHealth technologies were too complicated
for patients (288/556, 51.8%). Confidentiality concerns differed
meaningfully by provider type (149/237, 62.9% and 154/300,
51.3% for doctoral-level vs other providers, P=.007), specialty
(P<.001 for the overall specialty effect; 37/47, 78.7% vs 36/64,
56.3% for pediatrics vs family medicine, P=.01), and years of
experience (P=.03 for the overall effect; no specific trend across
age groups). Privacy concerns (168/556, 30.2% prevalence)
varied only by years of experience (P=.006 for the overall effect;
no specific trend across age groups).

COVID-19 and Anticipated mHealth Adoption
When providers were asked to what degree (1) the COVID-19
pandemic impacted their mHealth adoption and (2) they intend
to look further into mHealth following the resumption of normal
MCHS activities, meaningful differences were detected only
between provider specialties (P=.02 and .001 for the overall
specialty effects, respectively). These differences were driven
by psychiatry and psychology providers, who reported higher
scores (10-point Likert scale, where 1=not at all and 10=a great
deal) on both survey questions (P=.002 and .002 vs family
medicine; Figures 2 and 3).

Figure 2. Response distributions for psychiatry and psychology and family medicine for the question “To what degree has the COVID-19 pandemic
impacted your mHealth adoption?”. mHealth: mobile health.
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Figure 3. Response distributions for psychiatry and psychology and family medicine for the question “To what degree do you intend to look further
into mHealth following the resumption of normal MCHS activities?” MCHS: Marshfield Clinic Health System; mHealth: mobile health.

Discussion

Principal Findings
The varied responses and rate of mHealth use across provider
roles and specialties emphasize the variety and task-specific
role mHealth can have in a health system. Some specialties,
such as psychology and psychiatry, showed high rates of
adoption for specific tasks such as mood and sleep tracking;
however, no other specialties reported substantially greater
mHealth adoption compared with the reference to family
medicine. If looking to increase mHealth use across a health
system, leadership should consider identifying specific tasks or
poorly performing metrics that mHealth could potentially
improve upon.

Our survey grouped potential barriers into 3 levels (provider,
patient, and organizational) in line with past qualitative findings
[13]. Providers’ self-barriers encompassed themes of lack of
knowledge about mHealth technologies, lack of time, and lack
of patients’ access to the internet. Commonly reported barriers
relating to both patients and the organization were mHealth
technologies being too complicated and concerns related to
privacy. The predominant organizational barrier was
confidentiality concerns, whereas lack of access (cell phone
coverage, internet, and mHealth technology in general) was a
frequently perceived barrier for patients.

It is understandable that health care providers feel overwhelmed,
with the top barrier to mHealth use being a lack of time and
information. These technologies evolve at incredible speeds.
How might one stay abreast of the scientific and technological

advances of mHealth technologies? Even in the peer-reviewed
literature, which can take months or years to publish, we witness
an overwhelming ocean of information. At the time of this
writing, a Google Scholar search of “mHealth” papers since
2020 (January 1, 2020, to April 5, 2024) yielded nearly 25,000
results and nearly 8000 results since January 1, 2024.

The pace of emerging and simultaneously retiring technologies
remains a substantial barrier across many mHealth studies. A
typical full-scale trial to evaluate a mHealth initiative lasts more
than 5 years from recruitment, during which time many changes
within the pertinent technologies will occur or be superseded
entirely [20]. Consequentially, many trials are reduced in scope,
hindering true evaluation and understanding of the prospect’s
long-term value.

Years of technological ambition surrounding deep machine
learning and voluminous data sets reached fruition in the 2020s
with the advent of widely accessible artificial intelligence (AI)
apps. These AI-powered breakthroughs have impacted nearly
every industry, including medicine, in ways that are still in the
infancy of exploration. By digitally processing millions of
training samples, including imagery, transcripts, audio
recordings, and academic papers, sophisticated computer
algorithms have reached new potential in data analysis and user
reactivity [21]. What once required thousands of hours and
access to prohibitively expensive data centers to compute is
now within a finger’s reach from any consumer phone or
computer.

Leveraging computer-assisted workflows to automate tasks is
not a new concept in the medical world. Health care
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organizations have spent decades exploring increasingly
advanced forms of speech recognition software to facilitate
medical transcriptions, among other areas of automation [22].
The latest groundbreaking strides in these efforts come in the
form of OpenAI’s ChatGPT and associated tool sets [23]. A
recent study hypothesized more than 130 different ways
ChatGPT could positively benefit both patients and doctors in
the foreseeable future, including education, prediction support,
prevention of medical errors, record-keeping, and continual
clinical assistance [24].

However, many analysts warn that such tool sets—when used
in isolation without a human consultant—can yield bad data or
other repercussions not yet realized. The most prevalent example
of these dangers is how AI modeling is prone to hallucinations,
in which the chatbot may return seemingly factual and confident
responses but uses nonexistent citations or made-up passages
due to anomalies in its training data and other limitations
[25,26].

Limitations
The response rate to our mHealth survey was 38%
(n/N=916/2410), with a further completion rate of 60.7%
(n/N=556/916). It is possible that response bias was present,
potentially skewing toward clinicians who have an interest in
mHealth technologies. While this response rate is moderately
high compared with other surveys of providers, the topic of
mHealth being mentioned foremost in the survey invitation may
have resulted in an overestimation of mHealth use and
intentions.

Notably, MCHS, along with many other health care
organizations at the time, was struggling due to the COVID-19
pandemic during our survey timeframe, with rolling temporary

furloughs throughout the health system. This limited our possible
response rate and created uncertainty in the accuracy and
complete capture of our sample. However, our survey was open
for 6 weeks with multiple reminder emails sent out, theoretically
limiting this effect. Nevertheless, biases in responses may
remain due to the work environment and shifting priorities
surrounding the COVID-19 pandemic. A future resurveying of
providers would help characterize these possible impacts.

Conclusions
Health systems should continue to evaluate mHealth adoption,
and more formally and proactively investigate innovative
solutions. Consulting with patient safety and legal departments
regarding the use of mHealth apps is crucial, as quality clinical
outcomes are not often in correlation with popularity ratings on
app stores [27]. If a mHealth tool is deemed to be a valuable
tool for a hospital or health system, leadership should work
toward identifying specific options and methods to address
health outcomes and work toward simple and concise
implementations to improve adoption and patient outcomes.
The American Medical Association provides occasional reports
and guidelines surrounding mHealth best practices, but does
not have an official lobbying body, with more focus on
telehealth [28-30]. The US Department of Health and Human
Services provides resources for mHealth developers; however,
these are primarily focused on privacy and confidentiality and
are of little relevance to providers [31].

This study is arguably a foundational and necessary step in
assessing a health system’s status and potential for mHealth
adoption. Further research and continued partnership with
advisors and stakeholders will be needed if the health system
hopes to more formally integrate mHealth technologies into
rural health care.
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