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Abstract
Background: Electronic health records (EHRs) offer a valuable resource for research and health care improvement. However,
public acceptance of sharing personal health data is critical to the success of such initiatives. In Germany, automatic data
sharing via EHRs will be implemented unless people opt out.
Objective: This study aims to assess the willingness of the German population to share health data via EHRs and to explore
the role of trust in influencing these attitudes.
Methods: A computer-assisted telephone interview study was conducted in December 2023, with 1004 respondents aged 18
years and older, representative of the German population. Descriptive statistics and multivariate linear regression models were
used to analyze the data.
Results: The survey shows that 43.4% (n=432) of respondents would be willing to share their health data via EHR, and
a significant 34% (n=338) remain undecided. While the population is open to adoption of the EHR for personal health
issues (n=483, 53% show interest in using it), the opt-out model for data sharing is viewed critically, with 44.7% (n=438)
of respondents rejecting it. Socioeconomic status significantly influences the willingness to share data, with higher income,
education, and digital literacy being associated with greater openness to data sharing. However, trust emerged as the most
significant factor. Additionally, experiences with digital technologies increase the willingness to share personal health data.
Conclusions: The German population shows general openness toward EHRs and data sharing. Trust plays a critical role in
promoting willingness to share health data. The findings highlight challenges in Germany’s transition to an opt-out system.
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Introduction
Legislative Context and Research
Questions
Health data stored in electronic health records (EHRs)
are considered an extremely valuable source for advancing
medical science and health care. EHRs have the potential to
provide high-quality longitudinal data from a broad spectrum
of the population. It is therefore not surprising that many

countries are implementing data-sharing options to make use
of these data. In Germany, the EHR (“elektronische Patiente-
nakte”) was introduced on January 1, 2021, and is available
to all legally insured persons through their health insurance
company. It can be used to store and manage medical
diagnoses and treatment data. The use of the EHR also allows
control over who can view and access data. However, by
2024, only 1%‐2% of the eligible population have an EHR.
To increase the prevalence and benefits of the EHR, the
German Bundestag passed the Digital Act (“Digital-Gesetz”)
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and the Health Data Use Act (“Gesundheitsdatennutzungs-
gesetz”) on December 14, 2023. This means that starting
in 2025, for all people with statutory health insurance in
Germany, an EHR will be automatically created unless they
opt out. The Health Data Use Act further allows for the use
of pseudonymized health data for research purposes by public
and private institutions by amending §303e SGB V. That
means data stored in the EHR will be available for research
purposes including commercial purposes unless people opt
out. The data will be made available through the German
Health Research Data Center (“Forschungsdatenzentrum”).
The legislative changes mark a paradigm shift in the way
health data are handled: the creation of electronic patient
records and the sharing of health data will be automatic
unless people actively opt out. The German federal minister
of health, Karl Lauterbach, stated that the paradigm shift will
be a “gamechanger” for the development of health [1]. The
new legal framework marks a step toward digitization that
many experts have been calling for for a long time [2]. At the
same time, the extensive and passive sharing of health data
has been criticized by various stakeholders.

This paradigm shift raises some serious questions about
the social implications. There are a number of challenges
to the “data is gold” perspective [3]. Some social scien-
tists criticize that digitization in health bears potential for
“panoptic surveillance” [4]. Other critics [5] have highlighted
data security issues that can harm citizens in many ways.
Furthermore, the risks, but also the opportunities to benefit
from digital health, are unevenly distributed across society.
There is ample empirical evidence of a so-called “digital
divide,” meaning that people with lower socioeconomic status
have lower chances of using digital (health) services and face
higher risks [4,6,7]. The digitization of health therefore needs
to be critically monitored. Citizens should be aware of the
potential benefits as well as the potential dangers of sharing
personal health data. This becomes even more urgent with
the implementation of an opt-out mechanism. Opt-out is an
instrument of nudging [8]. It aims to increase the use of EHRs
and the acceptance of data sharing by “choice architecture”
[9]. Citizens retain their freedom of choice but are nudged
toward using the EHR. However, an opt-out mechanism relies
on informed citizens to take deliberative action, especially
when data sharing can be harmful. The policy of choice
architecture and the use of EHR data for health research
make clear that health data sharing cannot be reduced to an
individual action but must be analyzed in its social context.
It raises questions of legitimacy, social inequality, and the
diffusion of knowledge among citizens.

This paper focuses on public opinion on EHR data sharing
in Germany. It answers three research questions: (1) Is there
sufficient willingness in society to share health data that
justifies the introduction of an opt-out scheme? (2) Does the
willingness to share data differs with socioeconomic status?
(3) How can individual willingness to share EHR data be
explained?

State of the Art
This section summarizes the research on data sharing and
evidence on EHR adoption. International research finds
widespread support for the idea of EHRs among citizens
and institutions in the health care sector [10-12]. However,
“evidence indicates that consumers who have been offered
access to PEHRs have not widely used them and the number
of active users has remained low” [12]. For example, a recent
study shows that in the United States, the number of active
users of the EHR is about 26% (2019), despite its increasing
integration in medical practice [13]. In Germany, until 2024,
according to data from public health insurance, less than 2%
of the insured actively requested an EHR [14]. At the same
time, only about half of the population is even aware of
the EHR [15]. Several studies have shown that interest and
use of the EHR show a digital divide. Younger and more
digital literate people show a higher probability of using
EHRs, while older and low-income groups have less often
access [12,16,17]. Regarding socioeconomic factors, lower
educational and employment status, as well as belonging to an
ethnic minority, have a negative impact on individuals’ desire
to access and use EHRs [12,18].

Several studies have examined citizens’ motivations for
using EHRs. The perceived advantages and disadvantages
strongly influence the intention to use and the actual use. Key
factors here are concerns about data protection and the fear
of being discriminated by health insurers or employers on the
one hand, and the benefits of better information and experi-
ence with the portals or providers on the other [12,19,20].
Data protection concerns are a key factor because health
issues are relevant in many areas of daily life [10,12,19].
This can be seen directly when respondents report fears of
stigmatization as a result of digitally disseminated health
information from the EHR [21,22]. For people with chronic
diseases, the balance of advantages and disadvantages seems
to be clearly in favor of the advantages. Several studies have
reported higher levels of interest in providing data due to the
hope of treatment progress [23,24]. For people with chronic
diseases, there are already care programs in place that people
can benefit from, such as disease management programs [25].

While the research literature stresses that EHRs are
potentially an important tool to transform “passive recipients
of treatment to empowered consumers” [12], the empirical
findings are rather disappointing. Several international studies
have shown that the overall use of EHRs by patients remains
low [12]. Furthermore, there is little evidence of empower-
ment effects [12]. Even people who have an EHR often do
not know which data are stored in the health record and how
to interpret the information [12,26]. When users experience
that they do not understand the EHR or the information stored
in it, their willingness to use it decreases significantly [23].
Thus, we can expect a significant gap between interest in
EHRs and actual use. This gap is likely to be even more
pronounced in Germany, with its high standards for data
security and complicated routines for accessing the EHR.

Data sharing is an essential part of EHRs. Many EHR
systems allow anonymized health data to be used for
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scientific research. While this can lead to progress in
the health system, there is no clear-cut advantage for
an individual sharing its data, since anonymization makes
individual feedback regarding new health insights hard. That
might be the reason, why in public discourse, data sharing
is often labeled as “data donation” [27]. Research regard-
ing data sharing has shown that a considerable part of
the population (often exceeding 50%) is willing to share
its health data [27-30]. There are considerable differences
between different countries. For example, the Scandinavian
countries show the highest willingness to share health data,
while people in Southern Europe are rather skeptical about
it [31]. For Germany, recent research suggests that 8 of
10 citizens are willing to share their health data for scien-
tific purposes [15,32,33]. Notably, this high approval rate
also seems to hold true for the planned opt-out regulation
[33]. However, these high approval rates have to be interpre-
ted with caution, since limited knowledge about health data
sharing is widespread and some studies have methodological
limitations. Like many other surveys in this area, the high
approval rates rely on web-based surveys that have proven
to be of less quality regarding the research results compared
to face-to-face or telephone interviews [34]. One reason is
that they show a higher tendency to produce biased results
[35]. Since there is an empirical correlation between digital
literacy and the willingness to share health data, the results
are likely to be too optimistic. Furthermore, some question-
naires tend to highlight the positive impacts of data sharing
and thereby inflating the approval rate (The question of the
survey conducted in Germany was [15,32]: “Assuming that
in the future your personal health data, such as your medi-
cal history, examination results, X-ray images, etc. can be
stored online in a digital health record. Would you agree that
your personal health data is used anonymously and free of
charge for the purpose of medical research so that in the
future diseases can be better recognized and new treatments
developed?” And “At present, the use of patient data for
medical research requires the consent of patients. However, it
is often difficult or even impossible to obtain such consent.
Therefore, there are considerations in Germany to legally
allow medical research without consent on encrypted patient
data after an independent review of the research project. In
return, it should be possible for every citizen to simply object
to this so-called ‘data donation’ How would you find such a
legal regulation ... for publicly funded research?”).

Empirical studies have revealed that the willingness to
share data differs among different groups. The findings are
comparable to the overall use of EHR: among those with
higher age, educational level, and income, a higher willing-
ness to share data can be observed [30,36-39]. Some studies
investigate potential individual causes for the willingness
to share health data for scientific purposes. These stud-
ies find that concerns about confidentiality breaches and
data misuse are important factors that prevent data shar-
ing [28,29]. Unsurprisingly, privacy protection, anonymiza-
tion, and transparency have proven to be key factors for
data sharing [29,40]. Furthermore, people are motivated
by potential benefits, including more altruistic ones, like
advancements in science and public health [29,40]. Another

key factor is the use of health data. While international
research has shown relatively high public support for the
secondary use of health data, this support decreases signifi-
cantly when shared data can be used by the private sector
[41-43].

Another source of insight comes from studies that focus
on the social contexts in which data are shared. They have
identified 2 other relevant aspects: digital literacy and trust.
Health data sharing relies on digital tools. Therefore, people
who are more familiar with digital tools may be less reluctant
to share data. In addition, technology companies such as
Google and Apple have created many services that make
use of data sharing in everyday life. Hence, digitally literate
people are more involved in data sharing in general. In line
with this argument, empirical studies show a higher propen-
sity to share health data among the more digitally savvy
people [36,37,40,44,45]. On a more abstract level, it can be
argued that trust plays an essential role in health in general
[46] and in data sharing in particular. Since the sharing
of data is a socially highly indeterminate constellation for
social action, trust is a crucial resource. The risks taken by
data donors as well as the potential benefits depend strongly
on other actors and can hardly be known in advance. For
example, the question of anonymizing health data can only
be answered in relation to existing knowledge and techni-
ques. The benefits of data sharing are particularly uncertain
because there is no guarantee of medical progress, and even
if progress does occur, it is unclear whether data donors
themselves benefit. Given these theoretical arguments, it
is not surprising that empirical studies show an important
influence of trust. They can show that trust in the institutions
involved in data sharing is relevant, as is general trust in
science [15,29,36,37,40,44,45].

Methods
Ethical Considerations
Ethics approval was obtained from the ethics department of
the German Aerospace Center (21/23) before the interviews
were conducted. Participants gave verbal informed consent
to participate in the study. Anonymized interview data were
provided to the author by the survey institute. No compensa-
tion was given to the interviewees.
Survey Design and Sample
The analysis is based on a dedicated telephone survey
(computer-assisted telephone interview [CATI]) about health
data conducted between December 7 and 21, 2023. The
sampling was carried out by the survey institute drei.fakt
(Erfurt) on behalf of the Ernst Abbe University of Applied
Sciences Jena. For the study, a representative randomized
stratified random sample was drawn based on randomized
landline and cell phone numbers (30/70) [47]. Random
landline numbers were called based on regional quotas.
The mobile phone numbers were sampled and stratified
by telephone provider. A total of 11,451 residential num-
bers were called. In total, 1004 respondents aged 18 years
and older participated in an interview. In contrast to many
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web-based surveys in this area, CATI allows people without
internet access to be able to take part in the survey. To
ensure the quality of the sample, it was compared with the
population for age, gender, and region during the field period.
Statistics from the 2019 German microcensus served as a data
basis for comparing the distribution of the sample with the
distribution of the characteristics in the population. Compared
to population statistics, the unweighted sample underrepre-
sents immigrants and slightly overrepresents people with
higher education. This selection bias of telephone interviews
is well-known from survey research. Therefore, all analyses
use a weighting variable in order to adequately represent
the population in terms of demographic and socioeconomic
characteristics.
Questionnaire
The questionnaire comprised 32 questions regarding various
topics about health data sharing. The questionnaire included
information on digital skills, the willingness to share personal
health data in general, motives for and against data sharing,
questions regarding trust and data protection, as well as
attitudes toward the EHR and socioeconomic characteristics.
The CATI lasted approximately 20 minutes. Most questions
were based on a 5-point Likert scale or binary response
options and included multiple response categories. The final
questionnaire included feedback from 2 separate pretests. In
this pretest, the survey instrument was tested for its practical
suitability in the field and potential misunderstandings. The
full questionnaire and survey data are available in German via
the GESIS repository [47].
Data Analysis
Descriptive statistics and multivariate linear regression
models are used for analysis. The dependent variable in
the multivariate regression models is the attitude toward
sharing health data via EHR. People were asked on a 5-point
scale (1=yes, definitely and 5=no, definitely not): “Would
you be willing to share your health data from your EHR
anonymized for medical research purposes?” To minimize
potential misunderstandings about the EHR, the question was
preceded by a brief explanation of EHRs (“Since January
1, 2021, all people with statutory health insurance can use
the EHR via an app of the insurance provider. The EHR
contains medical findings and information from previous
treatments.”). It is important to note that this question is
hypothetical, as only a small fraction of people actually
had an electronic personal health record at the time of the
fieldwork (see Introduction section). However, in order to
measure the willingness to share personal health informa-
tion and to take into account the new legal framework, the
question was phrased in a hypothetical manner. This makes
it possible to measure the willingness to share extensive
and potentially sensitive personal health information rather
than actual planned behavior. Therefore, the question is also
analyzed for respondents without an EHR in order to reflect
overall opinions about the new legislative approach.

Results
The first step is to analyze the approval rates for the use of
the German EHR. In general, the population is very open
to the EHR. In total, 53% (n=483) of the population who
claim to have no EHR yet show interest in using it. At the
same time, 8.9% (n=89) of the sample state that they already
have an EHR, in comparison to the 1% reported in official
statistics. Therefore, it has to be assumed that some people
lack a proper understanding of the EHR (see Limitations
and Further Research Questions section). Only a minority of
17.1% (n=156) refuse to use it. The proportion of people with
no clear opinion (partly partly or do not know) is significantly
higher (n=272, 29.9%).

The legislative proposals also introduce the sharing of
health data from the EHR for research purposes, as long
as individuals do not actively object. Figure 1 summarizes
whether respondents would be willing to share their personal
health data stored in an EHR. The figure summarizes the
attitudes of respondents with and without EHR. Respondents
are more cautious about data sharing compared to the interest
in using the EHR. In total, 43.4% (n=432) of respondents
are willing to share their health data (yes, definitely or rather
yes). Nearly 1 in 4 (n=225, 22.6%) respondents oppose data
sharing. In addition, a large proportion of respondents are
undecided (partly or not at all or do not know). A high
interest in using the EHR corresponds empirically with a high
willingness to share health data via EHR (no figure). The
bivariate correlation is considerably large with 0.56 (Spear-
man).

The attitude toward health data sharing varies considerably
with the data user respondents have in mind (Figure 2). The
survey included a question regarding health data sharing with
different institutions. It has to be noted that this question did
not mention the EHR directly but addressed the willingness to
share health data more generally. While 28.7% (n=285) and
18.8% (n=186) do not want to share data with public research
institutions or public health insurances, about 38% (n=377)
object to share their personal health data with private research
institutions.

In the next step, the interest to use the EHR and the
willingness to share health data for research purposes are
measured for different socioeconomic groups. Table 1 shows
the percentage of respondents in each group who intend to use
the EHR and how many would agree with data sharing (yes
and rather yes). In addition, respondents were asked for their
opinions on different consent mechanisms. Figure 1 shows
the proportion of people who explicitly reject the opt-out
procedure as it will be introduced by law in 2025—compared
to those who agree or are undecided (do not know).
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Figure 1. Opinions about the use of electronic health record (EHR) and data sharing for research purposes (in percentages). Own calculation and
weighted results for the following questions: “Would you like to use the EHR to view and manage your digital health data?” (n=911; nonresponse
and people with EHR excluded) and “Would you be willing to share your health data from your EHR anonymized for medical research purposes?”
(n=995; nonresponse excluded).

Figure 2. Willingness to share personal health data by data user (in percentages). Own calculation, weighted results for the question, “Would you be
willing to share your health data anonymously for medical research purposes with the following institutions?” (nonresponse excluded; n=993).

Table 1. Socioeconomic differences in opinions about electronic health record (EHR)a.
Intention to use EHR, n (%) Willingness to share data of EHR, n (%) Disagree with opt-out, n (%)

Region
  West Germany 386 (52.1) 350 (43.2) 372 (46.8)
  East Germany 97 (57) 82 (44.3) 67 (36)
Gender
  Woman 237 (50.2) 200 (39.1) 228 (45)
  Man 245 (56) 232 (47.8) 210 (44.4)
Migrant (not born in Germany)
  No 484 (56.6) 430 (46) 409 (44.5)
  Yes 18 (37.3) 18 (33.5) 25 (48.7)
Income quartile
  First (<1250) 67 (48.6) 50 (33.4) 57 (38.5)
  Second (<1833) 120 (54.4) 104 (43.9) 90 (38.8)
  Third (<2500) 103 (56.5) 97 (49.2) 91 (47.3)
  Fourth 134 (61.4) 142 (57.3) 119 (48)
Age (years)
  18‐39 120 (48.8) 116 (41.2) 121 (44)
  40‐59 164 (52.7) 140 (42.1) 163 (49.5)
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Intention to use EHR, n (%) Willingness to share data of EHR, n (%) Disagree with opt-out, n (%)

  Above 60 201 (56.6) 176 (46.5) 154 (41.2)
Educational level
  Low 99 (51.8) 79 (38.6) 70 (35.3)
  Medium 182 (52.9) 172 (46.8) 148 (40.6)
  High school degree 84 (49.4) 68 (35.9) 98 (51.9)
  University degree 118 (57.7) 116 (50.8) 131 (58.1)
Total sample 483 (53) 432 (43.4) 438 (44.7)
Total respondents, n 911 995 980

aOwn calculations, weighted percentages for columns 1 and 2 (share of a sample with statement yes definitely and rather yes) and column 3 (share of
a sample who disagrees opt-out) in response to the question: “The German government is planning to use data from the electronic health records for
medical research, eg, for research on new diseases and therapeutic approaches. Which of the following consents do you agree with? ... My data will
be shared until I object.” Options to answer: agree or disagree or do not know or nonresponse; nonresponse excluded; do not know is interpreted as no
interest to use EHR, not in favor of data sharing and agree with opt-out.

There are clear socioeconomic differences in interest in using
the EHR and willingness to share health data, which are
similar for both variables. The higher a person’s socioeco-
nomic position (like income or education), the more open
respondents are to using the EHR and sharing their personal
health data for research purposes. Older people and men
also tend to be more open. There are pronounced differences
by migration status. The final column summarizes attitudes
toward the opt-out process. First of all, it is striking that the
procedure implemented by the legislator is explicitly rejected
by a significant part of the population. In the entire sample,
44.7% (n=438) say that they are against an opt-out. Addi-
tional analyses not presented here show that the remaining
respondents either agree (n=400, 40.8%) or have no opinion
(n=142, 14.5%). Interestingly, the opt-out model is mainly
rejected by people in a higher socioeconomic position. There
are hardly any differences with regard to the other socioeco-
nomic variables, except for a lower level of rejection in the
eastern part of Germany. Overall, the descriptive statistics
suggest that citizens are open to EHR and data sharing but
want a high degree of autonomy in dealing with their health
data. Additional analyses not shown here indicate that active
consent is supported by over 80% (n=788) of respondents.

In the next step, the willingness to share data via the
EHR is examined in a multivariate linear regression model
(Table 2). The dependent variable is the willingness to share
personal health data expressed on a 5-point scale (Figure 1).
To prevent an excessive reduction in the sample, people who
answered “do not know” were assigned to the “partly partly”
category. The findings presented here remain stable even with
a smaller sample. The determinants identified in the State
of the Art section are added as independent variables to the
model. Special attention is given to the role of trust. The
first model includes socioeconomic parameters. As shown
in Table 1, the multivariate model confirms socioeconomic
differences. However, some more differentiated statements
can be made. Controlling for other parameters, there is a
curvilinear relationship between age and willingness to share.
The positive squared age term indicates that the willingness
to share is highest among the very young and the very old.
The willingness to share is lowest among people in their
50s. On a 5-point scale, their willingness is about 0.5 points

lower than that of 20-year-old people. Income has a positive
significant influence on willingness to share, which confirms
the descriptive findings. The level of education also has an
influence. However, when controlling for income, medium
levels of education are associated with the highest willingness
to share. Women and people born abroad show no different
opinion regarding health data sharing after controlling for
income and education. The model also includes a dummy
variable indicating the presence of chronic diseases. On the
one hand, people with chronic diseases may be at a higher
risk of data misuse, but on the other hand, they may be more
likely to benefit from digitally supported medical progress. In
fact, interest in sharing data appears to be 0.2 points higher
for people with chronic physical diseases.

The second model adds comfort with digital technolo-
gies. As in comparable studies from other countries, there
are significant effects. People who find it easy to use
digital technology are more open to sharing their health
data. However, the effect disappears when the trust varia-
bles are included (model 3). Trust turns out to be a very
strong influencing factor. Trust in science has the stron-
gest influence. This is particularly noteworthy because the
trust indicator does not specifically address the EHR or the
institutions behind it but science as a whole. Controlling
for socioeconomic parameters, a person who mistrusts the
scientific system has a willingness to share that is more than 2
points lower on a scale of 5 than a person who fully trusts the
scientific system. In addition, trust in the big technology firms
also has a highly significant influence on the hypothesized
direction. The strong influence of trust can be seen directly
in the sharp increase in the fit of the model (R²). The model
also includes a proxy for altruistic tendencies in the form of
a general willingness to donate (eg, money). The dummy for
people who donate on a regular basis is significant. In the last
model, motivations and concerns that may be associated with
data sharing were included. However, the last model should
be interpreted with caution. Because the wording of the
questions in the independent variables refers to data sharing,
the coefficients may be biased by self-reference (eg, if you
care about doing good for society by sharing your data, you
will more be willing to share). Nevertheless, the coefficients
provide important clues about the motives that drive data
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sharing. The multivariate results show an interplay between
altruistic motives (doing good for society) and cost-benefit

considerations (potential benefits for personal and fear of data
breaches that expose personal health data to the public).

Table 2. Willingness to share data of electronic health record for research purposes—linear regression modela.
Model 1 (n=828) Model 2 (n=828) Model 3 (n=828) Model 4 (n=828)
Coefficient P value Coefficient P value Coefficient P value Coefficient P value

Migrant (0/1b) −0.110 .57 −0.116 .54 −0.0190 .92 −0.0431 .83
Gender (reference=woman and 1 nonbinary person)
  Man (0/1) 0.153 .09 0.120 .19 0.0947 .24 0.140 .07
Age (years) −0.0530c .002 −0.0543c .002 −0.0254 .11 −0.0133 .38
Age² (years) 0.000515c .002 0.000542c .001 0.000293 .06 0.000163 .27
Educational level (reference=medium)
  Low (0/1) −0.233 .05 −0.217 .07 −0.184 .08 −0.151 .13
  High school (0/1) −0.321d .02 −0.326d .01 −0.319c .01 −0.251d .03
  University (0/1) 0.00286 .98 −0.0100 .93 −0.0246 .83 −0.00558 .95
Incomee 0.000130c .002 0.000128c .002 0.000136f <.001 0.000116f .001
Chronic disease (0/1) 0.201d .03 0.206d .03 0.118 .19 0.0804 .31
Mental illness (0/1) 0.0810 .56 0.0855 .54 0.0441 .73 −0.00517 .96
Rare internet use (0/1)g —h — −0.229 .09 −0.235 .07 −0.0940 .42
Digital opennessi — — 0.107d .02 0.0330 .42 0.0379 .33
Trust in ...j
  Sciences — — — — 0.417f <.001 0.191f <.001
  Big technology companies — — — — 0.181f <.001 0.0948d .02
Donate regularly (0/1)k — — — — 0.183d .026 0.0474 .54
Motives for data sharing
  Doing good for societyl — — — — — — 0.206f <.001
  Improve my healthm — — — — — — 0.293f <.001
  Afraid of data breach

(0/1)n
— — — — — — −0.206c .007

Constant 4.307f <.001 3.927f <.001 1.448c .002 0.571 .19
aOwn calculations, weighted results. Model 1: R2=0.059; model 2: R2=0.072; model 3: R2=0.270; and model 4: R2=0.430.
b0/1 points to dummy variables.
cP<.01.
dP<.05.
eNet household equivalence income, imputed (5 times).
fP<.001.
gOnce a week or less.
hNot applicable; regression model with fewer covariates.
iUsing digital hardware and software feels easy for me (1.5=agree totally).
jTrust (1.5=trust totally) in technology companies like Google, Facebook, Apple or in sciences.
kDonate for charity on a regular basis (monthly or yearly).
lSubjective importance that with data sharing I am doing good for society (1.5=very important).
mSubjective importance that with data sharing I profit regarding my personal health.
nI am worried that my data will be made public (0=disagree or 1=agree 1).

Discussion
Principal Findings
The results of this study shed light on attitudes toward
the use and sharing of EHRs for research purposes in
Germany, particularly in the context of the new legislation
based on the opt-out mechanism. Overall, the study reveals
a nuanced picture of the German population’s attitudes. The
empirical results show an openness to EHRs (about half of

the nonusers express a desire to use their EHR, signaling
significant potential for increased adoption). At the same
time, a significant share of the population remains skeptical or
undecided. The overall openness is in line with international
research regarding interest in EHR [12]. Given these high
levels of interest, the introduction of an opt-out model does
not seem unjustified. However, especially a large fraction of
undecided people need to be properly informed about the
consequences of having their health data stored electronically.
While there is general support for sharing health data, with
43.4% (n=432) of respondents indicating a willingness to

JMIR HUMAN FACTORS Wilke

https://humanfactors.jmir.org/2025/1/e65718 JMIR Hum Factors 2025 | vol. 12 | e65718 | p. 7
(page number not for citation purposes)

https://humanfactors.jmir.org/2025/1/e65718


do so, a significant portion (n=225, 22.6%) remain opposed,
and a large number are undecided. The results indicate a
significantly lower willingness to share health data than has
been measured in comparable studies in Germany [15,33].
Possible explanations for these differences are (1) different
timing: other studies collected their data at a time when there
was no legal framework for health data sharing and therefore
risks, etc, had not yet been widely discussed in public. (2)
Methodological: this study is based upon a telephone survey
rather than web-based and explicitly allows people to have no
specific attitude by including categories like refuse to answer,
do not know, and neither nor. Last but not least, the compa-
ratively low willingness to share health data in this study
compared to international research [27,28] may be due to the
emphasis on the personal character of the data potentially
shared. The ambivalent results highlight the need for careful
consideration of how the opt-out mechanism is implemented
and communicated. Although there is openness in principle,
“soft paternalism” must be viewed critically precisely because
of the high proportion of undecided citizens. In contrast to
the principle of informed consent, in which the processes and
risks of data sharing have to be explained before citizens
allow data sharing, an opt-out solution presupposes that
the population is sufficiently informed in other ways. This
becomes even more clear after considering attitudes toward
the opt-out mechanism, which 44.7% (n=438) disapprove.
Especially people who are positive about EHRs and the
sharing of their health data reject the opt-out mechanism
proposed by the legislator more often. Presumably, “choice
architecture” is seen as too much interference in their own
decisions.

The study also confirms a digital divide, as socioeconomic
factors significantly influence both the willingness to use
EHRs and the willingness to share personal health data. The
results are in line with international research findings [16,30].
Higher income, education, and digital literacy are associated
with greater openness, while those with lower socioeconomic
status are more reluctant. However, socioeconomic factors are
not the most important in explaining openness to data sharing.
Trust plays a critical role in determining the willingness to
share health information. While other studies have pointed
to the role of trust as a significant factor [15,40,44,45], this
study shows that institutional trust has a decisive influence
compared to other factors. The influence of socioeconomic
variables, as well as other factors such as digital literacy,
diminishes when trust variables are taken into account,
highlighting trust as a fundamental element in the accept-
ance of digital health initiatives. The observed socioeconomic
disparities reinforce the need for targeted interventions and
information to ensure equitable access and participation in
digital health.
Policy Implications
The paradigm shift to an opt-out system is expected to
increase participation rates because it relies on passive
inclusion rather than active consent. However, this comes at
the cost of potentially creating a population of uninformed
and passive citizens who are enrolled in the system without

fully understanding the implications. This raises critical
concerns about consumer autonomy and challenges the notion
of the autonomous consumer who actively engages with—
and consents to—data-sharing practices. With a large portion
of the population still undecided about EHR adoption and
data sharing, the need for population-wide education becomes
even more apparent. Ideally, all citizens, regardless of their
socioeconomic background, should be able to make informed
and autonomous decisions about their participation. The study
also shows the complex mechanisms of the digital divide,
with those in higher socioeconomic positions being more
open to the adoption of EHRs but also more likely to oppose
the opt-out system. This suggests that the paradigm shift is
perceived as a restriction of autonomy. Those with greater
resources and digital literacy want to make informed choices
and therefore resist mechanisms that limit their freedom of
choice. While those with greater resources are likely to be
able to opt out if they perceive the risks of data sharing
to be too high, they could trigger serious political resist-
ance to the opt-out mechanism. In contrast, individuals with
lower socioeconomic status may be less able to navigate
these systems and therefore are more vulnerable to passive
inclusion.

The transition to an opt-out system for EHRs in Germany
marks a significant policy shift with the potential to transform
the health sector. However, for this shift to be successful, it is
essential to address the underlying concerns of the population,
particularly around data security, autonomy, and the digital
divide. Continuous monitoring of the implementation of the
opt-out system will be crucial to keep and build trust within
the population.
Limitations and Further Research
Questions
In contrast to web-based surveys, which are often used
in EHR research, the CATI method used here avoids
many problems of self-reporting, sample bias, and inference
[48,49]. However, the quality of data collected through
telephone interviews also experiences low response rates.
It seems highly plausible that nonresponse is not random.
People with lower levels of trust and willingness are
supposedly less likely to participate in the survey. Thus,
despite the weighting procedure applied, the sample may be
biased toward more trusting people. This problem is common
to other data used in comparable research.

Another limitation concerns the correct understanding of
the EHR in Germany. During the field phase, little more than
1% of the insured population opted for the EHR. It is possible
that many respondents do not have a proper understanding of
the EHR or have no knowledge at all. The survey provides
some evidence in this direction. A question about knowledge
of the EHR reveals that 13.9% (n=139) have never heard of
it. For this group, the evaluation of data sharing is probably
less substantiated. However, at the same time, a large fraction
says that they have heard of the EHR (n=720, 71.7%) or
even use it (n=89, 8.9%). On the one hand, these results
support the assertion that a large proportion of the sample has
a basic understanding of the EHR. During the field phase,
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there was also an extensive media discourse about the EHR,
as the Gesundheitsdatennutzungsgesetz was being discussed
in parliament in December 2023. On the other hand, the
self-reported use of the EHR does not match the official
statistics. Some respondents probably confused the EHR with
other apps provided by their health insurance. This problem
of overreporting has also been observed in other studies [15].

The study focuses on the interest in using the EHR and
the willingness to share health data. At the time of the field
phase, EHR adoption was very low, and a legal framework
for health information exchange was in its formative stages.
Research has already shown that there is a gap between
attitudes and actual behavior [12,42]. So the results have
to be interpreted with some caution. In addition, the high
proportion of undecided respondents indicates that reported

attitudes are not very salient and therefore susceptible to
survey effects. However, other studies share this disadvant-
age. Moreover, the consequences of limited interest in EHR
do not only affect surveys but also have far-reaching practical
implications, especially when using opt-out regulations.

Future research should focus on the gap between inter-
est in using the EHR and actual behavior. With a focus
on Germany, the potential burdens of adoption should be
analyzed in more detail. With regard to trust, the potential
ways to build trust within the health care system without
relying too much on general institutional trust also point to
new research directions. Furthermore, there are interesting
research questions regarding self-responsibility in a system
that becomes largely based on passive consent (opt-out).
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